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A SUMMARY OF THE PLANNING
AND APPROACH

In Chapter 2, “Planning the Assessment,” the idea that the work of
evaluating and assessing internal controls over financial reporting
could be integrated with other internal audit, control, and/or enter-
prise risk management activities was presented. Identifying the
operation of work processes was described in Chapter 3, “Mapping
the Organization.” The need to make tentative evaluations of risk
was discussed in Chapter 4, “Tentative Risk Assessments.” Because
planning and conducting the assessment of internal control over
financial reporting is an iterative or circular process, it is important
to keep a grip on the way that these various activities fit together.
The following provides a step-by-step overview of the overall task of
making management’s assessment of internal control over financial
reporting.

Preliminary Assessment of the Organization

The highest level of management responsible for assessing internal
controls over financial reporting begins by making a preliminary
assessment of the organization at the highest level. With the aid
of Exhibit 2-1, “Preliminary Assessment Planning Questionnaire/
Checklist—Company Organization and Resources,” and Exhibit
2-2, “Preliminary Assessment Planning—Preliminary Procedures
Assignments,” or similar tools, management at this level considers
its preferred approaches, which will include making preliminary
determinations about what portions of the assessment activities
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will be delegated to lower levels of management and what portions
will be performed at the top level; who at the lower levels of man-
agement will be assigned responsibility for the activities delegated
downstream; and what other internal audit, control, and/or enter-
prise risk management activities should be performed while also
performing the internal control over financial reporting assessment
activities.

Identification of General Processes

The high-level management above, with the aid of Exhibit 3-1,
“Questionnaire/Checklist for Identifying General Processes” or a
similar tool, will more specifically identify those general processes
(i.e., sets of activities) that should most appropriately be analyzed at
the highest level. This should include the specific identification of
those sets of activities (referred to as “routes” in Chapter 3) that
directly relate to, and are to be analyzed at, the highest level and
a general identification of all other sets of activities by group. At this
point, the “routes” or sets of activities may not all have been spe-
cifically identified; however, high-level management should in
some manner group them for more detailed analysis downstream.
Exhibit 3-1, Items I-V, is constructed in a manner that helps man-
agement at the highest level identify the “routes” or sets of activities
that relate to the highest levels of the organization. Those “routes” or
sets of activities that directly relate to the highest levels of the
organization may be processes that accumulate financial state-
ment information from any of the three perspectives discussed in
Chapter 2 (i.e., the Organizational, the Business Transaction Process,
or the Financial Statement Element).

Risk Analysis

Following the preliminary determinations made in Step 1, above,
and the identification of specific high-level “routes” or sets of
activities and groups of routes, made in Step 2, above, manage-
ment at the highest level begins the risk analysis. Using the results
of the process identifications made in Step 2, high-level manage-
ment may make preliminary determinations about whether the
specific high-level “routes” or sets of activities and groups of
routes have the potential to cause a material misstatement in the
financial statements. Exhibit 4-2, “Evaluation of Significant/
Potential Materiality of Financial Reporting Processes,” or a similar
tool may be used on a preliminary basis for each of the specific
high-level “routes” or sets of activities and each group of such
routes, as identified above by using Exhibit 3-1. The potential
quantitative financial statement effect of each route or group of



Chapter 5: Making Tentative Internal Control Assessments — 5.05

routes may be listed on Exhibit 4-3, “Tentative Analysis of Finan-
cial Reporting Processes Having No Significant Risk,” or a similar
schedule for the purpose of determining whether any such route
or group of routes may be tentatively eliminated from further
consideration based on the raw assessment that it does not have
the potential to produce a material misstatement in the financial
statements. All routes or groups of routes tentatively eliminated
should be entered on Exhibit 4-3 and summarized. If the resulting
summarized quantitative effect of the routes or group of routes
tentatively eliminated is material, then some of the tentatively
eliminated routes or groups of routes should be analyzed rather
than eliminated from consideration.

Final Determinations

After performing Steps 1, 2, and 3 above, high-level management
should make its final determinations about what portions of the
assessment activities will be delegated to lower levels of manage-
ment and what portions will be performed at the top level; who at
the lower levels of management will be assigned responsibility for
the activities delegated downstream; what other internal audit,
control, and/or enterprise risk management activities should be
performed while also performing the internal control over financial
reporting assessment activities.

Top-Level Management Analysis of Specific Activities

After the high-level delegation of responsibilities is decided upon,
top-level management should proceed with the analysis of those
specific sets of activities that it has assigned to itself for analysis.
Each such specific set of activities should be analyzed in detail,
using Exhibit 3-2, “Questionnaire/Checklist for Analyzing General
Processes,” or a similar tool, to determine the precise flow of
individual activities, manual or IT, within the set; the nature of
each such individual activity; and the input and output documen-
tation related to each such individual activity.

Identification of Basic and Underlying Risks

Risk analysis should proceed for each set of activities analyzed in
detail, using Exhibit 3-2 or a similar tool. Exhibit 4-1, “Question-
naire/Checklist for Identifying Basic and Underlying Process
Risks,” or a similar tool may be used to identify the basic and
underlying risks that create the potential for error. Exhibit 4-1 is
designed to be applied to each of the individual activities, manual
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or IT, within any given route or set of activities analyzed in detail
using Exhibit 3-2 or a similar tool. Each condition identified by
Exhibit 4-1 as having a reasonable potential to cause an error
should be listed on Exhibit 4-4, “Tentative Considerations for
Improvement to Internal Controls,” with an explanation about
the precise nature of the perceived risk and its perceived potential
for harm.

Input of Next-to-Highest Level of Management

The next-to-highest level of management that has been assigned
responsibility for assessing internal controls over financial report-
ing for a particular set of activities should proceed in the same
manner as outlined for its area of responsibility. The lower levels
of management may use Exhibits 2-1, 2-2, 3-1, 3-2, 4-1, 4-2, and 4-4
in the same way, but apply the Exhibits to their specific areas of
responsibility. Delegation downstream should continue until all
sets of activities (i.e., “routes”) have been analyzed. Any set of
activities that is tentatively eliminated from consideration because
it is not believed to have a significant potential effect on the finan-
cial statements as a whole should be listed on the top-level anal-
ysis of such items (i.e., the top-level Exhibit 4-3 or its equivalent).
Top-level management should monitor all the items listed on
Exhibit 4-3 or its equivalent to ensure that the organization is
analyzing a sufficient portion of its total financial reporting
activities.

INTERNAL CONTROL DESIGN ANALYSIS

The following sections address a company’s internal control design
analysis, which, under SEC Regulations, is a required part of man-
agement’s assessment of internal control over financial reporting. To
that end, the evaluation of internal control design analysis is per-
formed in terms of the five COSO components of internal control.
After the design analysis is performed in terms of the COSO com-
ponents, the likelihood that a misstatement of the financial state-
ments will occur must be evaluated.

@ PRACTICE POINTER: Very small companies, which have rel-
atively simple systems of accounting and financial reporting,
should be able to perform a more streamlined internal control
design analysis. The practice pointers in succeeding pages are
designed to simplify the consideration of internal control
design analysis with respect to each COSO component of inter-
nal control.
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CONDENSED SUMMARY OF COSO 2009 GUIDANCE
ON MONITORING INTERNAL CONTROL SYSTEMS

Consulting the COSO 2009 Guidance on Monitoring Internal
Control Systems could be extremely beneficial. This guidance, an
executive summary of which is available for free from www.
coso.org, proceeds to describe a model for monitoring in the
following fashion:

1. Establish a Foundation (tone at the top, organizational
structure and baseline understanding of internal control
effectiveness)

2. Design and Execute (prioritize risks, identify controls, identify
persuasive information about controls, implement monitoring
procedures)

3. Assess and Report (prioritize findings, report results to appro-
priate level, follow up on corrective action)

Such a systematic approach to engaging in monitoring activities is
expected to lead to supported conclusions regarding control effec-
tiveness for any organization.

A condensed summary of the model for monitoring referred to
above is now furnished.

First, with respect to establish a foundation for monitoring, we rec-
ognize that the board of directors and management set the proper
tone at the top in showing a commitment to maintaining a set of
effective internal controls (that is reviewed periodically for
operating effectiveness throughout the process of monitoring). Man-
agement’s tone influences how employees conduct and react to
monitoring; similarly, the board’s oversight influences manage-
ment’s conduct and commitment to maintaining effective internal
control systems.

Second, in terms of organizational structure, although manage-
ment has the primary responsibility with respect to maintaining
effective internal control systems, the board’s role is one of gover-
nance, guidance, and oversight. Specifically, the board is aware of
circumstances in which management may not be able to objectively
monitor certain controls, as well as the risk of management override
of key internal controls. Hence, the Board must assume overall
responsibility for ensuring that monitoring is being conducted by
competent and objective evaluators in the context of a particular
organization.

Third, it is important to understand that a starting point for mon-
itoring involves establishing a control baseline (a supported
understanding of the internal control system’s design and opera-
tion), identifying changes through ongoing monitoring or separate
evaluation, a change management process that involves making
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necessary modifications to come up with a new control baseline, and
periodically revalidating control operations.

With regard to the design and execution of monitoring proce-
dures, a four-step process is envisaged:

® Prioritize Risks: Understand and prioritize risks to organiza-
tional objectives

e Identify Controls: Identify the key controls across the internal
control system that address the prioritized risks

o Identify Information: Identify information that will persua-
sively indicate whether the internal control system is operating
effectively, and

¢ Implement Monitoring: Develop and implement cost-effective
procedures to evaluate that persuasive information.

Key controls are those that have one or both of the following
characteristics:

e Their failure could materially affect the objectives for which the
evaluator is responsible, but might not be detected in a timely
manner by other controls and/or

® Their operation might prevent other control failures or detect
such failures before they have an opportunity to become
material to the organization’s objectives.

Persuasive information possesses attributes of suitability (i.e., it is
relevant, reliable and timely) as well as sufficiency (i.e., it is available
in sufficient quantity to justify the drawing of reliable inferences and
conclusions).

One important aspect of persuasive information is its nature:
whether it constitutes direct or indirect information about the
operating effectiveness of controls.

Direct information is obtained by observing controls in operation,
reperforming them, or otherwise evaluating their operation directly.
Indirect information is all other information that may indicate a
change or failure in the operation of controls. It can include, but is
not limited to: (1) operating statistics, (2) key risk indicators, (3) key
performance indicators, and (4) comparative industry metrics.
Although indirect information is limited as to the level of support
(i.e., persuasiveness) it can provide on its own, especially over a long
period of time, its value depends on numerous considerations such
as: the level of precision, degree of variability in the outcomes, the
adequacy of follow-up procedures, and the length of time since the
operation of the underlying controls was last validated through per-
suasive direct information. Obviously, a judicious combination of
direct and indirect information would be maximally effective in
obtaining persuasive information for monitoring purposes.
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With the risks prioritized, key controls selected, and available
persuasive information identified, the organization implements
monitoring procedures to evaluate internal control effectiveness
over time.

Monitoring typically involves both ongoing monitoring proce-
dures and/or separate evaluation. The COSO 1992 Internal Control
Integrated Framework makes an important point: “An entity that
perceives a need for frequent separate evaluations should focus on
ways to enhance its ongoing monitoring activities, and, thereby, to
emphasize ‘building in” versus ‘adding on’ controls.”

Separate evaluations can employ the same techniques as ongoing
monitoring, but they are designed to evaluate controls periodically
and are not ingrained in the routine operations of the organization.
They do, however, play an important role in monitoring in that they
often:

® Provide an objective analysis of control effectiveness when per-
formed by personnel who are not involved in the operation of
the control, and

e Provide periodic feedback regarding the effectiveness of ongo-
ing monitoring procedures.

In the final stage, the results of monitoring either confirm previously
established expectations about the effectiveness of internal control
or highlight identified deficiencies for possible corrective action.

Identifying and prioritizing potential control deficiencies allows
organizations to determine (1) the levels to which the potential defi-
ciencies should be reported, and (2) the corrective action, if any, that
should be taken. Several factors may influence an organization’s
prioritization of identified deficiencies, including:

e The likelihood that the deficiency will materially affect the
achievement of an organizational objective.

® The effectiveness of compensating controls, and
e The aggregate effect of multiple control deficiencies.

Reporting protocols vary depending on the purpose for which the
monitoring is conducted and the severity of the deficiencies noted,
and such reporting can be done internally or externally (especially
where external assertions or certifications are called for). Most
external reporting requirements (e.g., SOX 404) are developed to
address risks that are already contemplated by properly designed
and executed monitoring procedures. Effective monitoring proce-
dures generally provide substantial support for such assertions. In
some circumstances, however, modifications to the monitoring
program may be warranted or beneficial to the organization when
external reporting is required.
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Control Activities

As the term implies, one aspect of Internal Control Design refers to
the manner by which Control Activities are supposed to operate to
ensure that material misstatements to the financial statements do
not occur. Internal Control Design Analysis involves identifying
the controls that are in place to provide this assurance. In the
COSO Framework, Control Activities are described as ordinarily
involving policies that establish what should be done and proce-
dures to carry out the policies. The COSO Framework also points
out the need to integrate control activities with risk assessment (i.e.,
the need to have control activities that effectively address risks).
Thus, the integration of control activities with risk assessment that
is discussed in Chapter 4 of the COSO Framework directly overlaps
with the need to consider how risks should be managed, which is
discussed in Chapter 3 of the COSO Framework. The COSO Frame-
work discusses types of control activities and provides a list, which
is not all-inclusive, of some of the general types:

® Top-Level Reviews

® Direct Functional or Activity Management
¢ Information Processing

® Physical Controls

e Performance Indicators

e Segregation of Duties

With all of this in mind, management can build on the identifi-
cation of the activities involved in the preparation of financial state-
ments and the identification of the risks associated with those
activities. Just as the identification of the activities involved in the
preparation of financial statements (as discussed in Chapter 3,
“Mapping the Organization”) lead to the identifications of the
risks associated with those activities (as discussed in Chapter 4,
“Tentative Risk Assessments”), the identification of the risks leads
to the identification of control activities in place to mitigate the risks.

As discussed in Chapter 4 of this book, because some risk is
always present with any activity, each of the Basic and Underlying
Risks (as shown in Exhibit 4-1 and also discussed in that chapter),
when applied to any identified activity involved in the preparation
of financial statements, will either be present or will not apply to the
activity. Thus, the completion of Exhibit 4-1, “Questionnaire/Check-
list for Identifying Basic and Underlying Process Risks,” or a similar
tool will help identify the presence of risk so that management may
identify where control activities are needed. For each activity, each
of the line items on Exhibit 4-1 that has a “Yes” answer should be
followed by a response that documents a mitigating control activity.
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If no control activity can be identified, then the company is at risk for
error that would not be detected in the normal course of the prep-
aration of financial statements. Exhibit 5-1, “Control Activities
Related to Identified Individual Activity Risk,” flows directly
from Exhibit 4-1 to provide a documentation trail that leads directly
from (a) the identification of all the activities in the financial report-
ing process, to (b) the identification of the risks for errors or mis-
statements associated with them, to (c) the identification of the
control activity in place that is designed to mitigate the identified
risks. Frequently mitigating control activities may apply to an entire
route (i.e., activity set) or even to a group of routes. If so, an analysis
of the entire route or group of routes may help to identify control
activities applicable to individual activities. Exhibit 5-2, “Detailed
Identification/Analysis of Control Activities,” is a supplemental
tool for that purpose.

To provide this documentation trail, Exhibit 5-2 elicits informa-
tion about existing management control activities related to a route
(i.e., activity set), such as:

® Whether there are clear budget, profit, other financial and
operating management goals or objectives for the activity or
activities and whether such objectives are understandable,
actively communicated and monitored.

® Whether there are planning and reporting systems in place for
the activity or activities that adequately identify and commu-
nicate performance variances for management action.

e Whether management over the activity or activities investigates
variances and responds appropriately.

® Whether management has put in place procedures to prevent
unauthorized access to, or destruction of, documents, records,
and assets related to the activity or activities.

® Whether management has established policies for controlling
access to programs and data files related to the activity or
activities.

® Whether management adequately monitors the policies in
place related to the activity or activities.

® Whether amounts recorded in the accounting system are peri-
odically compared with physical assets.

® Whether control and subsidiary accounts are reconciled and
discrepancies reported to appropriate management.

® Whether the performance of critical control functions, such as
reconciling accounts, is properly documented.

® Whether the activities produce journal entries that should be
approved by a responsible person not involved with their
origination.
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® Whether knowledgeable and responsible personnel make
accounting estimates and judgments.

® Whether the activities contribute information needed to pre-
pare financial statements and related disclosures in a timely
manner.

® Whether competent, knowledgeable people review the output
from activities.

Responses to these matters permit a matching of control activities
with basic and underlying risks. Thus, if it is found that the identi-
fied control activities do not address or inadequately address those
risks, a control deficiency is tentatively indicated.

Conflicting Duties and Errors

Errors may occur intentionally or unintentionally; therefore, control
activities should be designed to address the intentional as well as
the unintentional to the extent that is feasible. Conflicting duties
occur when, in performing one duty, an individual has the oppor-
tunity to make an intentional error for the purpose of gaining some
kind of benefit and when, in performing another duty, that same
individual has the opportunity to hide his intentional error. Inten-
tional errors may be made both when there are conflicting duties
and when there are not. For example, a payroll clerk with no other
duties could intentionally compute his pay at a higher-than-
authorized rate. Without a control activity in place, that intentional
error could go undetected. Such an error would be detected,
however, with an effective control activity. Effective control activ-
ities also can address the risk of intentional error even where
conflicting duties exist—if there are control activities that address
the commission of errors, they, by default, address the commission
of intentional errors.

Nevertheless, one of the best ways to address the problem of
conflicting duties is to keep them to a minimum. Unfortunately,
there is no end to the variety of ways that people might devise to
commit and cover up an intentional error. Therefore, the problem of
conflicting duties is best addressed by identifying those areas in the
financial reporting process that are most susceptible to improprie-
ties that could be disguised by people who have conflicting duties.
Companies can develop a matrix to identify potential conflicting
duties from the activity analyses that were developed to map the
system of financial reporting, as discussed in Chapter 3, “Mapping
the Organization.” In general, if an individual with duties that affect
the accounting for any asset, liability, equity, revenue, or expense
item through one set of activities also has duties that affect the
accounting for the same asset, liability, equity, revenue, or expense
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item through another set of activities, then he or she might have
conflicting duties.

@ PRACTICE POINTER: An individual with duties at the “initi-
ating level” refers to a person who has involvement with
the accounting for or accumulation of information at a non-
supervisory or developmental-type level. Such a person would
(a) develop initial information for entry into the accounts or
(b) take initially developed information and further refine it
by adding to it and/or performing some form of computation
or summarization. Such an individual engages in “pre-control
activity activities.” Those are activities that are an integral part
of the accounting or financial reporting process, as opposed to
a control activity. Such a person could be a member of man-
agement, but the activity performed could still be at the pre-
control activity stage. This is an important point to keep in mind
when identifying potentially conflicting duties because
conflicting duties can exist and can be mitigated by control
activities. People in supervisory or managerial positions may
still have duties at the initiating level and, in analyzing the
design of a system of internal controls, the need for control
activities at any level in an organization should be considered.
In addition, a conflicting duty situation could exist if someone
in a supervisory or managerial position engages in a control
activity over one activity which conflicts with another “pre-
control activity activity” or in two or more conflicting control
activities.

More precisely, if an individual has the ability to cause a false
debit or credit to an accounting item or to prevent a valid debit or
credit to an accounting item through one set of activities, the
individual also has the ability to cause a false debit or credit to
that same accounting item or prevent a valid debit or credit that
same accounting item through another set of activities, then he or
she has a potential conflict. An error committed in the course of
performing one duty could be offset by another error committed
in the course of performing another duty.

Exhibit 5-3, “Sample of Level 1 Conflict of Duties Matrix,” uses the
“routes” described in the case study in Chapter 3, adding Persons A,
B, C, D, E F, G, and H to routes. Route or activity set Al involves
Persons A, B, and C. Route or activity set A2 involves Persons D, E,
and F. Route or activity set A3 involves Persons A, G, and H. A
potential conflict of duties is indicated where Person A is involved
with both routes Al and A3. Upon identifying such potential con-
flicts, further analysis can be made to determine if an actual conflict of
duties exists. When using Exhibit 5-3 in practice, both axes of the
matrix would be set up to include all the routes (i.e., sets of activities)
and each person having duties within each set of activities. When a
match is made for the same person under different activity sets, a
potential conflict is identified for further study. Each match will
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appear twice because of the configuration of the matrix. Exhibit 5-3 is
set up as an Excel spreadsheet. To start easy operation of the matrix, a
person code assigned to each individual would be entered in the
entire column where the person is listed on the horizontal axis.
The “Find” tool of Excel may be used to search for person codes
down the vertical axis of the matrix. Each time the person code is
found on the vertical axis, the corresponding horizontal row may be
scrolled for matches, which would indicate situations involving
potentially conflicting duties. Illustration 5-1, “Level 1 Conflict of
Duties Matrix,” demonstrates the operation of the matrix.

Further analysis is necessary after individuals with potentially
conflicting duties are identified. The matrix provided in Exhibit 5-3
will identify persons involved with two or more sets of activities in
the accounting process. The first step after that is to see whether
involvement with those different sets of activities causes the
individual to have duties that conflict with one another from an
internal control perspective. Making such a determination should
begin with an analysis of the accounts or accounting items that are
affected by each of the different sets of activities with which the
individual is involved. A simple list of the matters that each of
the different sets of activities has the possibility to affect should
be prepared and matched against each other. That information
should be available from the “mapping” of the work flows as dis-
cussed in Chapter 3, “Mapping the Organization.”

Exhibit 3-1 identifies the various accounting/financial reporting
processes involved in the financial reporting system. Keeping in
mind the various perspectives from which accounting information
may be accumulated (i.e., the organizational, the business transaction
process, and the financial statement element), such a comparison can
be made to further refine the potential conflicts that have been iden-
tified and weed out those situations that do not conflict with each
other. The existence of potentially conflicting duties is more precisely
pinpointed when the same individual is found to have involvement
with the same organization and the same business transaction process
or financial statement element. Further refining of the conflict of
duties matrix can help with this procedure. If an individual is
found to be involved with only two different activity sets, then it is
relatively easy to compare the organization, business processes, and
financial statement elements affected by each activity set to further
refine the identification of conflicting duties.

The analysis becomes more complex, however, when the
individual is involved with three or more sets of activities because
the number of comparisons multiplies. That is, if Person A is only
involved with route or activity set Al and A3, then it is easy to match
the organization, business processes, and financial statement ele-
ments affected by those two sets of activities. However, if Person
B is found to be involved with activity sets A1, A2, and A3, then Al
must be compared to A2 and A3, A2 must be compared to Al and
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lllustration 5-1: Level 1 Conflict of Duties Matrix

Insert Route and Person Codes (PCs) in the boxes below

Route x
Person
Person
Person
Route y
Person
Person
Person
Route z
Person
Person
Person
Route
Route

(For each Person above, insert the Person Code in all boxes in the column)

(x axis)

Route x

Person

Person

Person

Route y

Person

Person

(PCMs))

Person

Route z

Person

Person

Insert Route and Person Codes in the boxes to the right

Person

Route

(Use the Find tool on the column to the left to find each Person Code (PC) entered in the
columns below the x axis and then scroll across the row to find Person Code Matches

Route

A3, and A3 must be compared to Al and A2. Exhibit 5-4 presents a
conflict of duties matrix at this more refined level.

Again using the case study from Chapter 3, in Exhibit 5-4, Person
Y is involved with the Unit B Inventory Accounting System, the Unit
C and Unit B Inventory Accounting System, and the payroll system
supporting Units B and C. The potential conflicts are indicated in the
matrix.

For easy operation of the Exhibit 5-4 matrix, a code is assigned to
each organization, transaction process, or account related to the
activity sets the individual is involved with. That code would be
entered in the entire column where the organization, transaction
process, or account is listed on the horizontal axis. The “Find”
tool of Excel may be used to search for organization, transaction
process, or account codes down the vertical axis of the matrix.
Each time the organization, transaction process, or account code is
found on the vertical axis, the corresponding horizontal row may be
scrolled for matches, which would indicate the more refined level of
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Illustration 5-2: Level 2 Conflict of Duties Matrix

Insert Route, Organization, and Transaction Type Codes (ROTS) in the boxes below)

El gl sl 2 El gl sl g ElglelEl 2|2
Sutes of S| L& &l [S|E| L& |S|E|E|5|E]L .
= | = =y = EN =5l >l =] &5 »
uties of Person S| E|E|E S|E|E|E ER N <l R o -
with Potential sl =] =] = sl =] 2| = s|l=s|lgl|lce|sl|sg]|=~
Conflict 2lg|e|e £ls]g] g Sl S| S|2|8]&g]e
N| S| 5 S N| S| g S N S|l 8| 3S]| 3 =3
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|2 E|E| 215|221 E|E|3|2|E|2|8|2|2]8
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(For each Route, Organization, and Transaction Type above, insert the ROTs in all the
boxes in the column)
(x axis)
Route ROT [ROT {ROT 'ROT

Organizational
Unit

Transaction Type

Transaction Type

Transaction Type

Route

Organizational
Unit

Transaction Type

ROT {ROT {ROT {ROT |

Transaction Type

ROT !ROT 'ROT 'RO

Transaction Type

Route

Organizational
Unit

Transaction Type

Transaction Type

Organizational
Unit

Insert Route, Organization, and Transaction Type Codes (ROTs) in the boxes to the right

Transaction Type

entered in the columns below the x axis and then scroll across the row to find ROT Code matches (ROTMs))

Transaction Type

(Use the Find tool on the column to the left to find each Route, Organization, and Transaction Type Code (ROT)

Corporate Route

situations involving potentially conflicting duties. [llustration 5-2,
“Level 2 Conflict of Duties Matrix,” demonstrates the operation of
the matrix.

Identifying where an individual has potential conflicts leads to a
final analysis of whether that person actually has conflicting duties.
At that point, the information gathered about the actual tasks per-
formed by the individual within the activity sets that he or she is
involved with that have been found to potentially conflict can be
compared in order to determine whether the person actually has
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conflicting duties. Exhibit 3-2 is a tool to document the work flows
for each set of activities. It contains descriptions of tasks and the
persons performing those tasks. The task descriptions provide the
information necessary to determine just how an individual’s duties
can affect the accounting for particular asset, liability, equity, reve-
nue, or expense items. A determination about whether an actual
conflict of duties exists may be made by comparing the ways that
an individual’s duties can affect different asset, liability, equity, rev-
enue, or expense items through the various sets of activities with
which the individual has involvement and which have been iden-
tified as being potentially conflicting leads to a determination. In a
generic sense, it can be useful to look at broad possibilities for
conflicting duties. Table 5-1 provides such a look.

Table 5-1: Conflicting Duties Analysis

Note Tasks Affecting Possibly Conflict with Tasks Affecting

a. Cash Cash and most other accounts involving or
related to cash receipts or cash
disbursements

b. Investments (include Cash receipts or cash disbursements,
Special Purpose other income, other expense
Entities)
C. Trade accounts Cash receipts, revenues
receivable
d. Miscellaneous accounts Cash receipts, other income
receivable
e. Inventories Cash disbursements, accounts payable,
payroll liabilities, cost of sales
f. Prepaid expenses and  Cash disbursements, accounts payable,
other current assets operating expenses
g. Property, plant, and Cash disbursements, accounts payable
equipment (A/P), payroll liabilities, cost of sales,
operating expenses, other income, other
expense
h. Deferred charges, other Cash disbursements, accounts payable,
assets, and intangibles  operating expenses
i. Accounts payable Cash disbursements, inventories, prop-

erty, plant, and equipment, operating
expenses, other expense

j- Payroll liabilities Cash disbursements, inventories, prop-
erty, plant, and equipment, operating
expenses, other expense
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Note Tasks Affecting

k. Other current liabilities

l. Long-term debt and
obligations

m. Commitments and
contingent liabilities

n. Equity

0. Income taxes

p. Revenues

Q. Cost of sales

r. Operating expenses
S. Other income

t. Other expense

Notes to Table 5-1

Possibly Conflict with Tasks Affecting

Cash disbursements, operating expenses,
other expense

Cash receipts and disbursements, com-
mitments and contingent liabilities,
deferred charges, other expense
Inventories, property, plant, and equip-
ment, long-term debt and obligations,
operating expenses, other expense
Cash receipts and disbursements, com-
mitments and contingent liabilities,
operating expenses, other expense
Cash disbursements, commitments and
contingent liabilities, operating expenses,
other expense

Cash receipts, trade accounts receivable,
miscellaneous accounts receivable, cost
of sales

Cash disbursements, inventories,
accounts payable, payroll liabilities,
revenues

Cash disbursements, prepaid expenses
and other current assets, property, plant,
and equipment, deferred charges, other
assets, intangibles, accounts payable,
payroll liabilities

Cash receipts, investments, miscella-
neous accounts receivable, property,
plant, and equipment

Cash disbursements, investments, pre-
paid expenses and other current assets,
property, plant, and equipment, deferred
charges, other assets, intangibles,
accounts payable, payroll liabilities, other
current liabilities

a. Duties affecting cash can conflict with other duties affecting cash, and
with duties affecting anything else involving the receipt or disbursement
of cash, because the performance of the other duties can make mis-
statements in cash balances, cash receipts, or cash disbursements
possible. Because of the nature of double-entry bookkeeping, mis-
statements to cash resulting from such other duties can be detected
by duties affecting cash. If the person who performs the duties that are
possible sources of errors or misstatements also performs the duties
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affecting cash that might detect those errors or misstatements, a
conflict-of-duties situation exists.

. Duties affecting investments can conflict with other duties affecting
investments, such as duties affecting investment income or expenses,
and with duties affecting investments or the disposal of them. If the
person who performs the duties that are possible sources of errors or
misstatements also performs the duties affecting investments, or
investment-related items that might detect those errors or misstate-
ments, a conflict-of-duties situation exists.

. Duties affecting trade accounts receivable can conflict with other duties
affecting trade accounts receivable, such as duties affecting invoicing
or collections. If the person who performs the duties affecting trade
accounts receivable, revenues, collections, discounts, special credits,
or other receivable related items that are possible sources of errors or
misstatements also performs duties that might detect those errors or
misstatements, a conflict-of-duties situation exists.

. Duties affecting miscellaneous accounts receivable can conflict with
other duties affecting miscellaneous accounts receivable, such as
duties affecting the cause or source of the receivable or the collection
of the receivable. If the person who performs the duties affecting mis-
cellaneous accounts receivable, other income, miscellaneous collec-
tions, or other miscellaneous receivable-related items that are possible
sources of errors or misstatements also performs duties that might
detect those errors or misstatements, a conflict-of-duties situation
exists.

. Duties affecting inventories can conflict with other duties affecting
inventories, such as duties affecting the acquisition or production of
the inventory or the sale or disposal of it. If the person who performs
the duties affecting inventory, purchases, payroll, production
expenses, or other miscellaneous inventory related items that are pos-
sible sources of errors or misstatements also performs duties that
might detect those errors or misstatements, a conflict-of-duties situa-
tion exists.

Duties affecting prepaid expenses and other current assets can conflict
with other duties affecting prepaid expenses and other current assets,
such as duties affecting their acquisition, amortization, or other write-
down. If the person who performs the duties affecting prepaid
expenses and other current assets, and related matters that are pos-
sible sources of errors or misstatements also performs duties that
might detect those errors or misstatements, a conflict-of-duties situa-
tion exists.

. Duties affecting property, plant, and equipment can conflict with other
duties affecting property, plant, and equipment, such as duties affect-
ing the acquisition or construction/installation of the property, plant, and
equipment or the sale or disposal of it. If the person who performs the
duties affecting property, plant, and equipment, purchases, payroll,
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construction costs or commitments, retirements, disposals, or other
miscellaneous property, plant, and equipment related items that are
possible sources of errors or misstatements also performs duties
that might detect those errors or misstatements, a conflict-of-duties
situation exists.

. Duties affecting deferred charges, other assets, and intangibles can

conflict with other duties affecting deferred charges, other assets, and
intangibles, such as duties affecting their acquisition, amortization, or
other write-down. If the person who performs the duties affecting
deferred charges, other assets, and intangibles, and related matters
that are possible sources of errors or misstatements also performs
duties that might detect those errors or misstatements, a conflict-of-
duties situation exists.

Duties affecting accounts payable can conflict with other duties affect-
ing accounts payable, such as duties affecting cash disbursements,
purchases of inventory, property, plant and equipment, and expendi-
tures for other assets and expenses. If the person who performs the
duties affecting accounts payable and related matters that are possible
sources of errors or misstatements also performs duties that might
detect those errors or misstatements, a conflict-of-duties situation
exists.

Duties affecting payroll liabilities can conflict with other duties affecting
payroll liabilities, such as duties affecting cash disbursements, in-
ventory production, construction/installation of property, plant and
equipment, operating expenses and other expenses. If the person
who performs the duties affecting payroll liabilities and related matters
that are possible sources of errors or misstatements also performs
duties that might detect those errors or misstatements, a conflict-of-
duties situation exists.

. Duties affecting other current liabilities can conflict with other duties

affecting other current liabilities, such as duties affecting cash disbur-
sements, operating expenses for items such as property taxes and
other expenses. If the person who performs the duties affecting
other current liabilities and related matters that are possible sources
of errors or misstatements also performs duties that might detect those
errors or misstatements, a conflict-of-duties situation exists.

Duties affecting long-term debt and obligations can conflict with other
duties affecting long-term debt and obligations, such as duties affecting
cash receipts and disbursements, debt compliance commitments, issu-
ance costs, interest expense, and other debt expenses. If the person
who performs the duties affecting long-term debt and obligations and
related matters that are possible sources of errors or misstatements
also performs duties that might detect those errors or misstatements, a
conflict-of-duties situation exists.

. Duties affecting commitments and contingent liabilities can conflict with

other duties affecting commitments and contingent liabilities, such as



Chapter 5: Making Tentative Internal Control Assessments — 5.21

duties affecting cash receipts and disbursements, inventory purchase
commitments, commitments to construct property, plant, and equip-
ment, debt compliance commitments, and other contractual obligations
and their related expenses. If the person who performs the duties
affecting commitments and contingent liabilities and related matters
that are possible sources of errors or misstatements also performs
duties that might detect those errors or misstatements, a conflict-of-
duties situation exists.

. Duties affecting equity can conflict with other duties affecting equity,
such as duties affecting cash receipts and disbursements, issuance
costs, dividends, equity-financing compliance commitments, compen-
sation commitments, and expenses related to these items. If the person
who performs the duties affecting equity and related matters that are
possible sources of errors or misstatements also performs duties that
might detect those errors or misstatements, a conflict-of-duties situa-
tion exists.

. Duties affecting income taxes can conflict with other duties affecting
income taxes, such as duties affecting cash disbursements, interpreta-
tions of tax requirements, computations of taxes, and matters related to
these items. If the person who performs the duties affecting income
taxes and related matters that are possible sources of errors or mis-
statements also performs duties that might detect those errors or mis-
statements, a conflict-of-duties situation exists.

. Duties affecting revenues can conflict with other duties affecting rev-
enues, such as duties affecting invoicing or collections. If the person
who performs the duties affecting revenues, trade accounts receivable,
miscellaneous accounts receivable, collections, discounts, special
credits, or other revenue-related items that are possible sources of
errors or misstatements also performs duties that might detect those
errors or misstatements, a conflict-of-duties situation exists.

. Duties affecting cost of sales can conflict with other duties affecting
cost of sales, such as duties affecting cash disbursements, purchases
of inventory, accounts payable, payroll, and relief of inventory with
revenues. If the person who performs the duties affecting cost of
sales and related matters that are possible sources of errors or mis-
statements also performs duties that might detect those errors or mis-
statements, a conflict-of-duties situation exists.

. Duties affecting operating expenses can conflict with other duties
affecting operating expenses, such as duties affecting cash disburse-
ments; the incurrence of prepaid expenses and other current assets
and their amortization; depreciation; the incurrence of deferred
charges, other assets, intangibles and their amortization; accounts
payable; and payroll. If the person who performs duties affecting
operating expenses and related matters that are possible sources of
errors or misstatements also performs duties that might detect those
errors or misstatements, a conflict of duties situation exists.
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s. Duties affecting other income can conflict with other duties affecting
other income, such as duties affecting miscellaneous cash receipts,
investments, miscellaneous accounts receivable, or property, plant,
and equipment. If the person who performs the duties affecting
miscellaneous cash receipts, investments, miscellaneous accounts
receivable, or property, plant, and equipment, or additional other
income-related items that are possible sources of errors or misstate-
ments also performs duties that might detect those errors or misstate-
ments, a conflict-of-duties situation exists.

t. Duties affecting other expenses can conflict with other duties affecting
other expenses, such as duties affecting cash disbursements; invest-
ments; the incurrence of prepaid expenses and other current assets
and their amortization; depreciation; the incurrence of deferred
charges, other assets, intangibles and their amortization; accounts
payable; and payroll. If the person who performs duties affecting
other expenses and related matters that are possible sources of errors
or misstatements also performs duties that might detect those errors or
misstatements, a conflict-of-duties situation exists.

Exhibit 5-5, “Individual Conflict of Duties Analysis,” provides a
format for comparing the tasks that are performed by someone who
has been found to have potentially conflicting duties. This Exhibit
builds on information indicating potential conflicts, such as the indi-
cations developed by using the matrices in Exhibits 5-3 and 5-4.
Exhibit 5-5 calls for a specific analysis that addresses whether any
errors or misstatements (intentional or unintentional) that might
occur while performing one task would ordinarily be detected by
properly performing any other tasks performed by the individual. If
so, then a conflict exists in the duties of the person. If such a conflict
is determined to exist, then the nature of the conflict should be
documented, along with an explanation about how errors or mis-
statements that might occur while performing the conflicting tasks
would ordinarily be detected by the proper performance of one or
more other tasks by parties other than the person with the conflict. If
it is found that no tasks are performed that could be expected to
detect errors or misstatements that might occur in the performance
of conflicting duties, a control deficiency exists that should be
further analyzed.

IT Activities

Internal Control Design Analysis includes identifying the control
activities in place that are designed to ensure that software applica-
tions function without producing errors and/or material misstate-
ments to the financial statements. Although software applications
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do not make errors in the same way that humans do, errors are
possible as a result of either inappropriate or inadequate program-
ming. Inappropriate or inadequate programming can be intentional
or it can be situational. That is, the software may not be able to
accommodate all the situations that are presented to it. Conse-
quently, management should not assume that computer software
makes no mistakes simply because it is computer software. Control
activities related to activities performed by computer software can
be internal to the software, with such things as comparisons of
control totals or alternative computations, or external to it. Further,
a control activity over one software application may be built into
another. Because some risk is present with software applications as
well as other activities, software applications should be evaluated
with respect to each of the Basic and Underlying Risks discussed in
Chapter 4, “Tentative Risk Assessments.” The illustration below lists
ways in which the conditions precipitating those risks can be appli-
cable to IT applications.

lllustration 5-3: Underlying Activity Level Financial
Reporting Risk ldentification—IT Applications

Risks Applicability to Software
Basic Risk 1—The facts [input] are  The risk of incorrect input applies not
not correct or complete. equally to tasks performed by soft-

ware and to manual tasks.

Conditions Precipitating Risk (Underlying Risks)

1. External data is not correct or The risk of incorrect external data
complete. applies equally to tasks performed
by software and to manual tasks.

2. Results of preceding process are  The risk of incorrect preceding task

not correct. results applies equally to tasks per-
formed by software and to manual
tasks.
3. External data or results of The risk of alteration to preceding
preceding process are altered. task results applies equally to tasks

performed by software and to
manual tasks.

4. Management intervention. The risk of management
intervention applies equally to
tasks performed by software and
to manual tasks.
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5. Other.

Basic Risk 2—The facts are not
correctly interpreted or applied.
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Applicability to Software

There is a risk that software will not
be appropriately or adequately
programmed to correctly apply input.

Conditions Precipitating Risk (Underlying Risks)

1. Meaning of data is not
understood.

2. Purpose of activity is not
understood.

3. Manner of data application is not
understood.

4. Management intervention.

5. Other.

Basic Risk 3—Specified mathe-
matical operations to be applied to
the facts are not appropriate to the
circumstances.

Because programmers may not
understand the meaning of input
data, there is a risk that software will
not be appropriately or adequately
programmed to correctly apply input.

Because programmers may not
understand the purpose of the
activity to which the application will
be applied, there is a risk that soft-
ware will not be appropriately or
adequately programmed to correctly
apply input.

Because programmers may not
understand the proper way to apply
accounting or financial information,
there is a risk that software will not be
appropriately or adequately
programmed to correctly apply input.

The risk of management intervention
applies equally to tasks performed
by software and to manual tasks.

There is a risk that software will not
be appropriately or adequately
programmed to apply the correct
mathematical operations.

Conditions Precipitating Risk (Underlying Risks)

1. Purpose of activity is not
understood.

Because programmers may not
understand the purpose of the
activity to which the application will
be applied, there is a risk that soft-
ware will not be appropriately or
adequately programmed to apply the
correct mathematical operations.
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Risks

2. Mathematical operation is not
understood.

3. Circumstances are not
understood.

4. Alternatives are not understood.

5. Management intervention.

6. Other.

Basic Risk 4—The accounting
principle to be applied is not be
appropriate to the circumstances.

5.25

Applicability to Software

Because programmers may not
understand the objectives of mathe-
matical operations for which the
application is to be used, there is a
risk that software will not be appro-
priately or adequately programmed
to apply the correct mathematical
operations.

Because programmers may not
understand the circumstances under
which the application is to be used,
there is a risk that software will not be
appropriately or adequately
programmed to apply the correct
mathematical operations.

Because programmers may not
understand appropriate alternatives
for the circumstances under which
the application is to be used, there is
a risk that software will not be
appropriately or adequately
programmed to apply the correct
mathematical operations.

The risk of management intervention
applies equally to tasks performed
by software and to manual tasks.

There is a risk that software will not
be appropriately or adequately
programmed to correctly apply the
accounting principles appropriate for
the circumstances.

Conditions Precipitating Risk (Underlying Risks)

1. Applicability of accounting
principle is not known or understood.

Because programmers may not
understand the applicability of
accounting principles to the circum-
stances for which the application is
to be used, there is a risk that soft-
ware will not be appropriately or
adequately programmed to apply the
correct accounting principles.
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Risks

2. Required conditions are not
understood.

3. Alternatives are not understood.

4. Management intervention.

5. Other.

Basic Risk 5—The accounting
principle identified is not correctly
applied.

Applicability to Software

Because programmers may not
understand the conditions necessary
to apply certain accounting princi-
ples to the circumstances for which
the application is to be used, there is
a risk that software will not be
appropriately or adequately
programmed to apply the correct
accounting principles.

Because programmers may not
understand the appropriate
alternative accounting principles for
the circumstances for which the
application is to be used, there is a
risk that software will not be appro-
priately or adequately programmed
to apply the correct accounting
principles.

The risk of management intervention
applies equally to tasks performed
by software and to manual tasks.

There is a risk that software will not
be appropriately or adequately
programmed to correctly apply the
accounting principles to be used.

Conditions Precipitating Risk (Underlying Risks)

1. Proper manner of application of
accounting principle is not known
understood.

2. Required conditions are not
properly applied.

Because programmers may not
understand the proper way to apply
the accounting principles to be
reflected in the application, there is a
risk that software will not be appro-
priately or adequately programmed
to correctly apply accounting
principles.

Because programmers may not
understand the conditions required
for the proper application of certain
accounting principles to be reflected
in the application, there is a risk that
software will not be appropriately or
adequately programmed to correctly
apply accounting principles.
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Risks

3. Alternatives are not understood.

4. Management intervention.

5. Other.

Basic Risk 6—Specified mathe-
matical operations are not correctly
performed.

5.27

Applicability to Software

Because programmers may not
understand the acceptable
alternative ways of applying certain
accounting principles to be reflected
in the application, there is a risk that
software will not be appropriately or
adequately programmed to correctly
apply accounting principles.

The risk-of-management intervention
applies equally to tasks performed by
software and to manual tasks.

There is a risk that software will not
be appropriately or adequately

programmed to correctly perform the
mathematical operations to be used.

Conditions Precipitating Risk (Underlying Risks)

1. The proper manner of application
of mathematical operation is not
known or understood.

2. Management intervention.

3. Other.

Because programmers may not
understand the proper way to apply
specified mathematical operations to
be reflected in the application, there
is a risk that software will not be
appropriately or adequately
programmed to correctly apply
mathematical operations.

The risk-of-management intervention
applies equally to tasks performed by
software and to manual tasks.

Because the same essential risks apply to IT activities as to human
activities, control activities that mitigate the risks of errors produced by
IT activities should be identified. Exhibit 5-1, “Control Activities Related
to Identified Individual Activity Risk,” may be used for that purpose.

Sufficiency of Controls

Regardless of the existence of conflicting duty situations, companies
should have sufficient controls in place to prevent or detect errors or
fraud. Therefore, companies must have controls that are designed
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effectively and that operate effectively. Controls are effectively
designed when the controls, if complied with, can be expected to
prevent or detect errors or fraud that could result in misstatements
in the financial statements on a timely basis. Controls operate effec-
tively when they (a) are properly designed but do not operate as
designed or (b) when the person performing the control does not
possess the necessary authority or competence to perform the
control effectively. Determining whether a company has the controls
to meet the objectives involves:

e Identifying the company’s control objectives in each area;
e Identifying the controls that satisfy each objective; and

® Determining whether the controls, if operating properly, can
effectively prevent or detect errors or fraud that could result in
material misstatements in the financial statements.

Although it is important to pay attention to all five of the COSO
components of internal control—Control Environment, Risk Assess-
ment, Control Activities, Information and Communication, and
Monitoring—the Control Activities component is often the
component that interacts with specific accounting tasks in the
most directly observable way. Control Environment, although
very important, is an intangible quality related to influences. Risk
Assessment, in relation to specific accounting/financial reporting
procedures, is the component that management should apply in
determining the sufficiency of those procedures and in establishing
sufficient Control Activities. Information and Communication is
necessary to carry out specific accounting/financial reporting pro-
cedures; therefore Control Activities should ensure that proper
information is conveyed and that communications are adequate
and operating effectively. Monitoring overlaps with Control Activ-
ities and Risk Assessment in relation to specific accounting/finan-
cial reporting procedures and is necessary, since it is necessary to
monitor the effectiveness of specific procedures, evaluate associated
control activities, and consider the sufficiency of both.

Up to now, the identification of the specific accounting/financial
reporting procedures and the risks and control activities related to
them has been discussed. From this work, determinations can be
made about whether existing controls can be expected to prevent
or detect errors or fraud that could result in material misstatements
in the financial statements. Following, or concurrent with, the iden-
tification of mitigating control activities associated with each of the
basic risks related to each activity in the financial reporting process,
ajudgment should be made about whether the identified mitigating
control activity associated with each task would prevent or detect
errors or fraud, and if so, how. The documentation identifying mit-
igating control activities (such as shown by Exhibit 5-1, “Control
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Activities Related to Identified Individual Activity Risk”) for each
task may be consolidated into a single document applicable to each
set of activities, identified when mapping the system, as in Chapter
3, “Mapping the Organization.” The consolidated document for the
activity set may then contain judgments about whether the mitigat-
ing control activities should be effective in preventing or detecting
errors. After the judgments are made concerning the effects of mit-
igating control activities, information about how the other four com-
ponents of internal control affect the activity set should be
documented. The documentation concerning the effect of those
other four components of internal control should explain how
they should operate to prevent or detect errors, along with a judg-
ment about whether they are fulfilling that function.

@ PRACTICE POINTER: The documentation identifying miti-
gating control activities at very small companies may be further
consolidated to address all activities, not just each set of control
activities, because of the small number of activities and the
small number of personnel. Thus, the identification of control
activities can be performed jointly for all accounting and finan-
cial reporting activities (or sets of activities) and for all the types
of basic risks. Exhibits 5-14 and 5-15 can assist with the doc-
umentation identifying mitigating control activities.

In larger organizations, in order to provide for the efficient anal-
ysis of the effects of these components on the various routes or sets of
activities, they should be grouped in such a way as to allow for the
analysis of the effects of each of these four components of internal
control on an entire group of routes or activity sets. For example, as a
start, routes or activity sets should be grouped according to the
Control Environment in which they operate to facilitate a single anal-
ysis of the effects of their Control Environment on the prevention or
detection of errors. Second, routes or activity sets should also be
grouped according to the Risk Assessment mechanisms to which
they are subject to facilitate a single analysis of the effects of Risk
Assessment management on the prevention or detection of errors.
Third, routes or activity sets should also be grouped according to the
Information and Communication lines to which they are subject to facil-
itate a single analysis of the effects of Information and Communica-
tion management on the prevention or detection of errors. Fourth,
routes or activity sets should also be grouped according to the Morn-
itoring mechanisms to which they are subject to facilitate a single
analysis of the effects of Monitoring management on the prevention
or detection of errors. Exhibits 5-6, 5-7, 5-8, and 5-9 are practice aids
that can be used to analyze the effects of the Control Environment,
Risk Assessment, Information and Communication, and Monitoring
aspects of Internal Control on the prevention and detection of errors
for specific routes (activity sets) or groupings of routes. These Exhi-
bits are designed to provide a direct link between the specific aspects
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of internal control as set forth in the COSO Framework and the
activities in the accounting/financial reporting process.

Analysis of the Effects of the Control Environment on Activities
(read in conjunction with the condensed description of the
COSO 2009 Guidance on Monitoring Internal Control
Systems provided earlier in this chapter)

In developing a link between the Control Environment and the
activities in the accounting/financial reporting process, analysis
should be made to determine how important aspects of the Control
Environment specifically contribute to error prevention and detec-
tion. To accomplish this objective, the important aspects of the
Control Environment, as they relate to the specific activities
under analysis, must be scrutinized to determine:

® Whether management adequately emphasizes the importance

of integrity.
Whether an attitude of control-consciousness and a positive

“tone at the top” exists to promote the prevention and detection
of errors.

Whether duties are assigned to people that are commensurate
with their abilities.

Whether management’s operating style is effective and
appropriate.

Whether management understands the requirements of perti-
nent laws and regulations.

Whether management adequately considers the potential
effects of taking unusual business risks.

Whether there is sufficient review of output by management,
the board of directors, the audit committee, or others.

Whether there is a willingness to correct important weaknesses
in the system of internal control that might be identified from
time to time.

Whether up-to-date accounting policies and procedures are
maintained and documented to facilitate their understanding.

Whether there is an adequate chart of accounts maintained
which describes the nature of each account to facilitate
understanding.

® Whether management periodically reviews insurance coverage.

® Whether reliable accounting estimates are established.

® Whether the turnover of accounting, IT, and key management

positions is indicative of difficulties.
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® Whether there is adequate staffing to avoid constant crisis.

e Whether there is adequate coordination between accounting
and IT departments.

® Whether there is an adequate organization chart sufficiently
reflecting the areas of responsibility and lines of reporting.

® Whether there are there formal job descriptions that clearly set
out duties and responsibilities.

® Whether there are adequate background and reference checks
of applicants for financial, IT, and key management positions.

e Whether personnel policies and employee benefit plans
covering employees performing are adequately documented
and communicated to the employees.

® Whether there is a formal and/or adequate conflict-of-interest
policy or code of conduct for employees.

® Whether employees who handle cash, securities, and other
valuable assets are bonded.

® Whether the job assignments of related employees, if any, min-
imize opportunities for collusion.

® Whether employees are adequately trained to meet their
assigned responsibilities.

® Whether there is an adequate rotation of duties enforced by
mandatory vacations.

® Whether job performances are periodically evaluated and
reviewed with employees in an appropriate manner.

® Whether there are adequate policies and procedures for the
development, modification, and use of computer programs
and data files.

® Whether the board of directors or audit committee takes an
active oversight role in accordance with the entity’s policies
and practices.

e Whether the board of directors or audit committee approves
the appointment of the independent auditors.

e Whether the board of directors or audit committee has suffi-
cient knowledge, experience, and time to serve effectively.

e Whether the board of directors or audit committee construc-
tively challenges management and takes necessary, appropri-
ate actions.

® Whether the board of directors or audit committee meets in a
timely manner with the chief accounting officer and the inter-
nal and external auditors to discuss the reasonableness of the
performance of the financial reporting process, the system of
internal control, and other significant matters.

® Whether the board of directors or audit committee adequately
reviews the scope of activities of the external and internal auditors.
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Whether the board of directors or audit committee regularly
receives and reviews key information.

Whether the board of directors or audit committee is informed
in a timely manner about sensitive information, investigations,
and improper acts (e.g., significant litigation, investigations by
regulatory agencies, embezzlement, misuses of corporate
assets).

Whether the board of directors or audit committee appropri-
ately oversees the compensation and benefits of management.

Whether the board of directors or audit committee is suffi-
ciently involved in establishing and evaluating the effective-
ness of the “tone at the top” (e.g., approving the entity’s code
of conduct or policy and procedure manual).

PRACTICE POINTER: Very small companies have the same
concerns regarding the control environment as larger compa-
nies. However, the control environment of very small compa-
nies can have a greater effect on internal controls than it does at
larger companies because of the close relationship between
management and others in small companies. In addition,
small companies do not have as many alternatives in designing
control activities. (In larger companies, there can be two or
more layers of reporting, thus providing multiple control envi-
ronment layers.) Exhibit 5-16 provides a simplified checklist for
analyzing the effects of the control environment.

Analysis of the Effects of Management Risk Assessments on
Activities (read in conjunction with the condensed description
of the COSO 2009 Guidance on Monitoring Internal
Control Systems provided earlier in this chapter)

In a
Man
ing/

manner analogous to the above, developing a link between
agement’s Risk Assessments and the activities in the account-
financial reporting process, an analysis should be made to

determine how important aspects of those Risk Assessments (or

lack
tion.

thereof) specifically contribute to error prevention and detec-
To accomplish this objective, the important aspects of Manage-

ment Risk Assessment, as it relates to the specific activities under
analysis, must be scrutinized to determine:

Whether clear objectives are in place that are consistent with its
business plans and budgets.

Whether objectives for key matters that are consistent with and
linked to entitywide objectives and strategies have been
established.
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® Whether the resources and critical factors that are important to
achieving objectives (e.g., financing, personnel, facilities, and
technology) have been identified.

® Whether there has been adequate consideration of risks arising
from external sources (e.g., supply sources, creditors’ demands,
competitors” actions, regulation, natural events).

e Whether there has been adequate consideration of risks arising
from internal sources (e.g., retention of key personnel or
changes in their responsibilities, compensation and benefit pro-
grams to keep the entity competitive, the adequacy of backup
systems in the event of failure of systems that could signifi-
cantly affect operations).

® Whether significant shifts in the entity’s industry (e.g., changes
in customer demographics, preferences, or spending patterns)
have been adequately identified and monitored

® Whether there has been adequate consultation with legal
counsel regarding the implications of any new legislation.

® Whether new employees in key positions are adequately super-
vised to ensure that they understand and perform in accor-
dance with the entity’s policies and procedures.

® Whether there are adequate procedures in place to assess the
effects of new or redesigned information systems and monitor
new technologies.

® Whether there are adequate procedures in place to handle rap-
idly increasing volumes of information.

e Whether appropriate consideration is given to major factors
such as customer demand, production capabilities, and profit-
ability implications when considering the development of new
product lines.

® Whether staff reassignments and reductions in connection with
corporate restructurings are appropriately analyzed for their
potential effect on operations or on the morale of the remaining
employees.

® Whether there is an awareness of the political, regulatory, busi-
ness, and social culture of areas in which foreign operations
exist and whether personnel are made aware of accepted cus-
toms and rules.

® Whether there is an awareness of the existence of new account-
ing or reporting pronouncements and how they may affect the
activity or activities and the entity’s financial reporting
practices.

@ PRACTICE POINTER: As with the other components of inter-
nal control, very small companies have to address the same
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matters regarding risk assessment as larger companies. With
respect to risk assessment, very small companies are often
more likely to take greater risks than larger companies because
their business is typically more entrepreneurial, has limited
access to capital, is less able to attract qualified people, and
generally has fewer resources than larger companies. This busi-
ness environment can create a “vicious circle” in that access to
more resources can make a difference between business suc-
cess and business failure. Exhibit 5-17 provides a simplified
checklist for analyzing the effects of management risk assess-
ment on internal control.

Analysis of the Effects of Information and Communication on
Activities (read in conjunction with the condensed description
of the COSO 2009 Guidance on Monitoring Internal
Control Systems provided earlier in this chapter)

As with the preceding, developing a link between Information and
Communication and the activities in the accounting/financial
reporting process should involve an analysis to determine how
important aspects of Information and Communication in the
organization and especially as pertinent to the activities under anal-
ysis specifically contribute to error prevention and detection. To
accomplish this objective, the important aspects of Information
and Communication, as it relates to the specific activities under
analysis, must be scrutinized to determine:

® Whether there are mechanisms in place to obtain relevant

external information (e.g., on market conditions, competitors’
programs, legislative or regulatory developments, and eco-
nomic changes) and internally generated information critical
to the activity or activities and the achievement of related
objectives.

Whether the information necessary to perform the activity or
activities is provided to the right people in sufficient detail and
on time to enable them to carry out their responsibilities effi-
ciently and effectively.

Whether information systems related to the activity or activities
and to financial reporting are adequate, interrelated with the
entity’s overall information systems, and responsive to achiev-
ing the entitywide and activity-level objectives.

Whether the appropriate human and financial resources are
committed to develop and serve the necessary financial report-
ing information systems.

Whether employees’ duties and control responsibilities are
communicated in an effective manner.
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® Whether communication channels are established for people to
report suspected improprieties.

® Whether communication flows across the organization ade-
quately (e.g., from shipping to accounting) to enable people
to discharge their responsibilities effectively.

® Whether timely and appropriate follow-up action is taken on
communications received from customers, vendors, regulators,
or other external parties.

® Whether parties outside the organization review and follow up
on the organization’s actions (e.g., an active review of bank loan
agreements).

@ PRACTICE POINTER: Obtaining information that affects a
business and its internal controls can be as much of a problem
at very small companies as it can be at larger companies.
However, dissemination of information at smaller companies
is much simpler than it is at larger companies. At both small
and large companies, management and others may not recog-
nize the type of information that should be gathered and com-
municated to company personnel. Larger companies face the
task of communicating information to the right people. Smaller
companies also face that task, but the communications are
simpler. Exhibit 5-18 provides a simplified checklist for ana-
lyzing the effects of information and communication on inter-
nal control.

Analysis of the Effects of Monitoring on Activities (read in
conjunction with the condensed description of the COSO 2009
Guidance on Monitoring Internal Control Systems
provided earlier in this chapter)

Developing a link between Monitoring and the activities in the
accounting/financial reporting process should also involve an analysis
to determine how important aspects of Monitoring in the organization,
especially as pertinent to the activities under analysis, specifically con-
tribute to error prevention and detection. To accomplish this objective,
the important aspects of Monitoring, as it relates to the specific activ-
ities under analysis, must be scrutinized to determine:

® Whether operating information used to manage operations is
integrated or reconciled with data generated by the account-
ing/financial reporting activity or activities.

® Whether information from other parts of the financial reporting
system is integrated or reconciled with data generated by the
accounting/financial reporting activity or activities.
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® Whether complaints are investigated and any internal control

deficiencies corrected.

® Whether communications from vendors and monthly statements

of accounts payable are used as a control monitoring technique.

Whether internal control recommendations made by external
auditors (and internal auditors, if applicable) are implemented.

Whether feedback from training seminars, planning sessions,
and other meetings on whether controls operate effectively is
acted upon.

Whether the organization takes a fresh look at the internal
control system from time to time and whether its effectiveness
is periodically evaluated.

Whether any evaluation process includes checklists, question-
naires, or other tools.

Whether any evaluations made are documented.

Whether the entity has an adequate internal audit function.
Whether internal auditors, if any, possess adequate training
and experience.

Whether internal auditors, if any, adhere to applicable
professional standards.

Whether internal audits, if any, have an adequate documenta-
tion of the organization’s internal control related to the activity
or activities.

Whether internal audits, if any, include tests of controls and
substantive tests related to the activity or activities.

Whether internal audits, if any, have adequate documentation
of the work related to the activity or activities.

Whether internal audit reports on findings about the activity or
activities, if any, have been submitted to the board of directors
or audit committee.

Whether internal audit reports, if any, are submitted in a timely
manner.

® Whether there has been follow-up on corrective actions taken

by management related to any internal audit reports.

® Whether internal auditors, if any, have direct access to the

board of directors or audit committee.

® Whether internal auditors, if any, have direct access to records.

e Whether the scope of any internal audit activities is limited.

@ PRACTICE POINTER: The analysis of the effect of the moni-

toring component of internal control is less difficult at very
small companies. Exhibit 5-19 provides a simplified checklist
for analyzing the effects of monitoring on internal control.
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Analysis of the Effects of the Control Environment, Risk
Assessment, Information and Communication, and
Monitoring

The analysis of the effects of the Control Environment, Risk Assess-
ment, Information and Communication, and Monitoring aspects of
Internal Control on the prevention and detection of errors for
specific routes (activity sets), as described above and demonstrated
in Exhibits 5-5 through 5-9, may be combined with the analysis of
the effects of Control Activities, as discussed under “Control Activ-
ities,” earlier in this chapter and demonstrated in Exhibits 5-1 and
5-2. The combined analysis provides a blueprint of the design of
the organization’s internal control and reveals the effect internal
controls have on financial reporting process activities relative to
the risks identified as being applicable to the activities. Exhibit
5-10, “Analysis of the Effect of Internal Control Components on
Routes,” is a practice aid that is designed to pull together all of
these internal control considerations relative to the risks identified.
With Exhibit 5-10, the risks applicable to an activity set (i.e., route),
identified as discussed in Chapter 4, “Tentative Risk Assessments,”
are matched against the individual processing tasks in the activity
set, identified in the process of “Mapping the Organization” (Chap-
ter 3 of this book). These activities and risks are then matched
against mitigating control activities (MCAs), as identified by
using Exhibits 5-1 and 5-2 or something similar. Stated mitigating
control activities (MCAs) should then be analyzed to determine
whether they should be effective in preventing or detecting errors
related to the risk indicated that might be made in performing the
tasks in the activity set. In addition, the activities and risks are then
matched against the effects of the other four components of inter-
nal control—Control Environment, Risk Assessment, Information
and Communication, and Monitoring—as to how those compo-
nents should be effective in preventing or detecting errors related
to the risk that might be made in performing the tasks in the
activity set.

The sufficiency of controls, from an internal control design stand-
point, may be judged by making the determinations about whether
existing controls should operate to prevent or detect errors, since
those judgments should lead to the identification of significant defi-
ciencies or material weaknesses in internal control. The determina-
tions made about the capacity of internal controls to prevent or
detect errors leads directly to the identification of control deficien-
cies. Control deficiencies are indicated in each case where the exist-
ing controls are not sufficient to prevent or detect errors. Thus,
performance of the foregoing procedures yields a list of control defi-
ciencies. The control deficiencies so identified should then be ana-
lyzed to determine their significance.
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Likelihood of Misstatement

The significance of control deficiencies is a function of the likelihood
that they will cause a misstatement in the financial statements. It
does not depend on whether a misstatement actually has occurred,
but on the potential for misstatement. Therefore, once control defi-
ciencies have been identified, the probability that they will cause a
misstatement must be assessed.

A variety of factors affect the probability that a deficiency, or a
combination of deficiencies, could result in a misstatement of an
account balance or disclosure. Such factors include:

® The type of transactions and the nature of the financial state-
ment accounts and disclosures involved; for example, the exis-
tence of a suspense account indicates some type of unknown or
unresolved matter, and engaging in transactions involving
complex financial instruments carry a greater risk.

® The degree of susceptibility of an asset or liability to loss or
fraud.

® The subjectivity, complexity, or extent of judgment necessary to
determine the amount involved; for example, estimating fair
values is frequently complex, subjective, and requires a high
degree of judgment.

® The frequency of known or detected exceptions to the operating
effectiveness of a control.

® The interaction or relationship of one control with another
control, that is, the interdependence of controls.

e The interaction of the deficiencies, such as when a combination
of two or more deficiencies can affect the same financial state-
ment accounts and assertions.

® Any potential future consequences of the deficiency.

Evaluating the likelihood that a deficiency or combination of defi-
ciencies could result in a misstatement should involve evaluating
how controls interact with each other. Some controls depend on
other controls, some controls function together as a group of con-
trols, and still other controls overlap or achieve the same objective.

The COSO Framework discussion of the need to assess risk suggests
that management should keep these considerations in mind when
evaluating the likelihood that control deficiencies will result in mis-
statements. When control deficiencies are identified based on the way
that controls address risks, assessments about the likelihood that
control deficiencies will result in misstatements is equivalent to mak-
ing assessments about the likelihood that the underlying risks may
result in misstatements. As previously noted, the COSO Framework
also points out that “many risks are indeterminate in size. At best they
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”u

canbe described as “large,” “moderate” or “small.”” The assessment of
likelihood is inherently a subjective matter. Therefore, the author does
not believe management should attempt to go to a level of precision
beyond “large,” “moderate” or “small” in making its assessments
about the likelihood of control deficiencies causing misstatements.

@ PRACTICE POINTER: The AICPA Guide, Audit Sampling,
refers to an auditor’s assessed level of control risk in its discus-
sion of sampling to test internal controls. The assessed level of
control risk affects the sample sizes an auditor would choose to
perform his or her testing. Auditing literature such as this gen-
erally does not depict assessed levels of control risk more pre-
cisely than “high,” “medium” or “low” or “maximum,”
“slightly below maximum,” “moderate” or “low.” From a sta-
tistical standpoint, a more refined assessment of the likelihood
that controls will or will not prevent or detect errors should be
based on objective evidence, which is, by default, more than is
possible from management’s subjective determinations.

Management may make judgments about the likelihood that
control deficiencies will result in misstatements by making a
detailed analysis of the reasons behind the deficiencies and their
potential effects. Control deficiencies exist when the combined
effects of all of the components of internal control are not judged
to be sufficient to prevent or detect errors. Management’s detailed
analysis might consider the ways that the risks and the components
of internal control relate to the control deficiencies, as follows:

e The Route (Activity Set) (Exhibits 3-1 and 3-2)—The function of
the set of activities can have a direct relationship to the possi-
bility for misstatement of the financial statements or the dis-
closures to the financial statements. Some activities are more
likely to cause misstatements because they may be complex or
involve information that is difficult to capture.

e The Nature of Control Deficiency—The reason that a control
deficiency was identified is related to the possibility that it may
cause misstatements. Control deficiencies should be identified
because the organization’s application of the components of
internal control has been judged as insufficient to prevent or
detect potential errors resulting from identified risks. Some
risks have a greater potential to produce errors than others,
and some aspects of the components of internal control have
a direct relationship to specific risks, while others are more
influential by nature.

® The Nature of the Risks Related to the Control Deficiency:
—Risks involving competencies include how well people, or

software applications developed by people, are able to per-
form. Management must consider the intelligence and other
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abilities of its people, in the absence of internal controls,
when considering the likelihood that misstatements will
occur. These could include the basic risks BR2-2, BR3-1,
and BR3-3 in Exhibit 5-10. They often will relate to control
activities involving performance of activities, control envi-
ronment matters involving control-consciousness and
discipline and structure, risk assessments related to pro-
cesses used to consider risks, and monitoring and evaluating
control design and operation.

—Risks involving knowledge are those that are concerned with

whether people, regardless of their intelligence and other abil-
ities, have the knowledge necessary to perform the tasks
required of them. These could include the basic risks BR2-1,
BR2-3, BR2-5, BR3-2, BR3-4, BR3-6, BR4-1, BR4-2, BR4-3, BR4-
5, BR5-1, BR5-2, BR5-3, BR5-5, BR6-1, and BR6-3 in Exhibit 5-
10. They often will relate to control environment matters
involving awareness of management, risk assessments related
to decisions about responses to risks, and monitoring to iden-
tify needs for improvement and corrective action.

—Risks involving security or control include the risks of collu-

sion to perpetrate a fraud, the risk that a single individual
with conflicting duties could engage in fraud, the risk that
management’s activities will not be sufficient to prevent or
detect unintentional, as well as intentional, errors. These
could include the basic risks BR1-4, BR2-4, BR3-5, BR4-4,
BR5-4, and BR6-2 in Exhibit 5-10. They often will relate to
control activities involving physical controls and segregation
of duties, control environment matters involving attitude of
management and actions of management, risk assessments
related to estimates about risk significance and assessments
about risk probability, information and communication mat-
ters that concern the identification of pertinent information,
and monitoring for appropriate follow-up procedures.

—Risks involving information include risks about the availabil-

ity of correct appropriate information. These could include
the basic risks BR1-1, BR1-2, BR1-3, and BR1-5 in Exhibit 5-10.
They often will relate to control activities involving informa-
tion and information and communication matters concerning
the obtaining of necessary information and the communicat-
ing of information.

Is the item a control deficiency because there are inadequate
control activities? If so, what are the inadequacies of the control
activities? Are the inadequacies of the control activities related to:

—Performance of activities?
—Information, such as failures to ensure that proper informa-

tion is provided?
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—Physical controls?
—Segregation of duties?

If these items are the cause of the control deficiency, is there a
direct relationship to potential misstatements, or are these inad-
equacies more aptly described as negative influences? Are
there compensating controls that make up for the indicated
control deficiency?

Is the item a control deficiency because of inadequacies in the
control environment? If so, what are the inadequacies in the
control environment? Are the inadequacies of the control envi-
ronment related to:

—Control consciousness?
—Discipline and structure?
—Attitude of management?
—Actions of management?
—Awareness of management?
—Board oversight of management?

If these items are the cause of the control deficiency, is there a
direct relationship to potential misstatements, or are these inad-
equacies more aptly described as negative influences? Are
there compensating controls that make up for the indicated
control deficiency?

Is the item a control deficiency because of inadequate risk
assessment? If so, what are the inadequacies of the related
risk assessments? Are the inadequacies of the risk assessments
related to:

—Processes used to consider risks?
—Estimates about risk significance?
—Assessments about risk probability?
—Decisions about responses to risks?

If these items are the cause of the control deficiency, is there a
direct relationship to potential misstatements, or are these inad-
equacies more aptly described as negative influences? Are
there compensating controls that make up for the indicated
control deficiency?

Is the item a control deficiency because of inadequate informa-
tion or communication? If so, what are the inadequacies of
information or communication related to the activity or activ-
ities? The information gathering dimension is intimately
related to monitoring with the goal of obtaining persuasive



5.42

Chapter 5: Making Tentative Internal Control Assessments

information. Are the inadequacies concerning information or
communication related to:

—Identification of pertinent information?
—Obtaining persuasive information?

—Is the information gathered of the appropriate kind (quality)
and is it enough to draw reliable inferences (quantity)? (In
other words, is the information relevant, reliable, timely and
sufficient, i.e., persuasive)

—Communicating information?

If these items are the cause of the control deficiency, is there a
direct relationship to potential misstatements, or are these inad-
equacies more aptly described as negative influences? Are
there compensating controls that make up for the indicated
control deficiency?

Is the item a control deficiency because of inadequate monitor-
ing? If so, what are the inadequacies of the monitoring of the
related activity or activities? Are the inadequacies concerning
monitoring related to:

—Scope, nature, frequency, and precision of monitoring activ-
ities? (COSO 2009)

—Use of ongoing monitoring and/or separate evaluations in
gathering direct and indirect information, a combination of
which may be regarded “persuasive”? (COSO 2009)

—Evaluating control design and operation? Continued effec-
tiveness of the operation of controls over time?

—Identifying needs for improvement and corrective action?
—TFollow-up procedures?

If these items are the cause of the control deficiency, is there a
direct relationship to potential misstatements, or are these inad-
equacies more aptly described as negative influences? Are
there compensating controls that make up for the indicated
control deficiency? How can monitoring effectiveness as well
as efficiency be assessed and improved? (COSO 2009)

This specific consideration of the reasons behind control deficien-
cies and their relationship to the COSO components of internal
control provides a basis for support for determinations about each
control deficiency’s potential to cause a misstatement. In making
judgments about the likelihood that misstatements will be produced,
those matters of risk and internal control that have a direct relation-
ship to the potential of an activity to produce a misstatement should
be given greater weight than matters that are more influential in
nature. When there are numerous influencing factors behind a control
deficiency, however, management should give serious consideration
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to the possibility that misstatements will result, even if there are no
direct connections between a control deficiency and a potential mis-
statement. In this regard, a direct relationship between a control and
the potential of an activity to produce a misstatement may be thought
of as a relationship where errors would be prevented or detected if
the control were in place and operating properly. An example of such
a control might be a supervisor’s detailed review of specific calcula-
tions. Alternatively, an influencing factor has no such direct relation-
ship to the output of an activity. For example, an employee might be
more prone to make mistakes if he perceives that he is not treated
fairly or if he perceives a lack of integrity within management. In
addition, there will frequently be overlaps in the manner in which
the causes for control deficiencies relate to the COSO components
of internal control. For example, a company might not perform
adequate control activities owing to a lack of control-consciousness
or discipline in its control environment. Compensating controls—
controls related to other activities that impact the activity set where
a control deficiency has been identified—must also be considered.

Management may choose to weight each factor that it identifies as
underlying a control deficiency based on whether those underlying
factors have a direct or indirect relationship to potential misstate-
ments, the degree of overlap in the underlying factors, and the exis-
tence of compensating controls. In making its analysis, management
should assess the likelihood that a control deficiency will result in an
error and should also assess whether any such error will result in a
misstatement.

Exhibits 5-11 and 5-13 are designed as an example of one way to
perform these analyses of the likelihood that misstatements will
result from control deficiencies. These Exhibits are designed to
relate the assessed likelihood for misstatement to assessments of
inadequacies associated with the COSO components of internal
control. Using the items discussed under the bullet points above,
Exhibit 5-11 is designed as a first step for analyzing the potential for
misstatement from the standpoint of the COSO components of inter-
nal control. For each “Yes” response in column (b), either column (d)
or column (e) would be checked depending on whether there is a
direct or indirect relationship between the control factor and the
potential of the activity to produce a misstatement. “Yes” or “No”
would be checked if there are or are not compensating controls to
make up for the identified control deficiency. Column (g) would
contain management’s assessment about the probability (high,
medium, or low) that the control deficiency would lead to an
error from the activity or set of activities. Based on those high,
medium, or low probability assessments, management could com-
pute factors relative to its assessment of the probability that an error
resulting from each identified control deficiency will result in a mis-
statement based on whether there are or are not compensating con-
trols and on whether the control deficiency would or would not
directly lead to a misstatement. The factors computed that are judged
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as root causes for possible misstatements would be weighted based
on management’s judgment concerning their relative importance. If
the sum of the weighted factors amounts to a “more than remote”
likelihood for misstatement, a significant deficiency in internal con-
trols would be indicated.

The following table provides an example of one way that man-
agement could go about developing likelihood factors for use in
determining the likelihood of a misstatement. The example factors
appear in the rows and columns of the body of the table:

Relationship to Potential Misstatement®

Indirect Effect Direct Effect
Assessment of
Probability of With Comp W/O Comp With Comp W/O Comp
Error Controls Controls Controls Controls
High (67—-100%) 21% 42% 62% 83%
Medium (34-66%) 12% 25% 37% 50%
Low (0-33%) 4% 8% 12% 17%

@ These factors were developed as an example only. They were computed by assuming
that the mitigating effects on the possibility for misstatement represented by each of
the conditions in the four columns are inversely related to the nearness of the rela-
tionship between the control deficiency and the possibility for a misstatement caused
by it. For purposes of this example, the following assumptions were made:

—Where there is no direct relationship between a control deficiency and a pos-
sible misstatement and there are compensating controls, the probability that an
error resulting from the control deficiency will result in a misstatement will range
from 0-25%. The factors in the corresponding column of the above table are
averages assuming 25%.

—Where there is no direct relationship between a control deficiency and a pos-
sible misstatement, but there are no compensating controls, the probability that an
error resulting from the control deficiency will result in a misstatement will range
from 26-50%. The factors in the corresponding column of the above table are
averages assuming 50%.

—Where there is a direct relationship between a control deficiency and a possible
misstatement, but there are compensating controls, the probability that an error
resulting from the control deficiency will result in a misstatement will range from
51-75%. The factors in the corresponding column of the above table are averages
assuming 75%.

—Where there is a direct relationship between a control deficiency and a possible
misstatement and there are no compensating controls, the probability that an error
resulting from the control deficiency will result in a misstatement will range from
76—100%. The factors in the corresponding column of the above table are
averages assuming 100%.

Causal factors computed in a manner as described above, based on
analysis such as that in Exhibit 5-11 can flow to an analysis such as is
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in Exhibit 5-13. There, management would complete its analysis of the
significance of control deficiencies by weighting the effects of the
causal factors. The weighting of the factors that exist should sum
to 100%. Exhibit 5-13 is designed so that the factors from Exhibit 5-
11 would be entered in column (a), management’s judgments about
their relative importance would be entered in column (b), and the
weighted factor—the product of column (a) times column (b)—would
be placed in column (c). The sum of the weighted factors in column (c)
would represent the design assessment of the likelihood for a mis-
statement. A “material weakness” would be indicated when the
assessed likelihood of a misstatement is “reasonably possible.” The
terminology used with respect to the likelihood for misstatements is
from Statement of Financial Accounting Standards No. 5 (FAS-5),
Accounting for Contingencies, as a basis for that term. Under FAS-5,
remote is when “the chance of the future events or events occurring is
slight.” Probable is when the future event or events are likely to occur,
and reasonably possible is when the chance of the future event or events
occurring is more than remote but less than likely.

@ PRACTICE POINTER: “More than remote” can be equated to
a relatively low level of probability and can be said to exist
whenever the threshold between “remote” and “reasonably
possible,” as those terms are used in FAS-5, has been crossed.
In the preparation of financial statements, that is the threshold
used to determine whether or not to disclose a contingency.
Compared to the “high,” “medium,” and “low” referred to in
the COSO Framework for analyzing likelihood, the author
believes that “remote” implies a lower range of probabilities
than “low” and that “reasonably possible” extends into a “low”
range of probabilities. Management should take care to docu-
ment the reasoning used to support the determinations it makes
about what is “remote” and what is “reasonably possible.”

Management’s judgments about the significance of deficiencies
include judgments of this nature about the relative importance of
causal factors, the likelihood for errors, and the likelihood that errors
will result in misstatements. Therefore, management should docu-
ment the considerations behind its judgments about the likelihood
for error and the likelihood that errors will result in misstatements.
The SEC rules allow a considerable degree of flexibility for these
determinations, but at the same time they demand reasonable
support for them. The SEC has stated:

The methods of conducting evaluations of internal
control over financial reporting will, and should, vary
from company to company. Therefore, the final rules
do not specify the method or procedures to be performed
in an evaluation. However, in conducting such an evalu-
ation and developing its assessment of the effectiveness of
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internal control over financial reporting, a company must
maintain evidential matter, including documentation, to
provide reasonable support for management’s assess-
ment of the effectiveness of the company’s internal
control over financial reporting. Developing and main-
taining such evidential matter is an inherent element of
effective internal controls.

The SEC further states:

The assessment of a company’s internal control over
financial reporting must be based on procedures suffi-
cient both to evaluate its design and to test its operating
effectiveness. Controls subject to such assessment
include, but are not limited to: controls over initiating,
recording, processing and reconciling account balances,
classes of transactions and disclosure and related asser-
tions included in the financial statements; controls related
to the initiation and processing of non-routine and non-
systematic transactions; controls related to the selection
and application of appropriate accounting policies; and
controls related to the prevention, identification, and
detection of fraud. The nature of a company’s testing
activities will largely depend on the circumstances of
the company and the significance of the control.
However, inquiry alone generally will not provide an
adequate basis for management’s assessment.

An assessment of the effectiveness of internal control
over financial reporting must be supported by evidential
matter, including documentation, regarding both the
design of internal controls and the testing processes.
This evidential matter should provide reasonable
support: for the evaluation of whether the control is
designed to prevent or detect material misstatements or
omissions; for the conclusion that the tests were appro-
priately planned and performed; and that the results of
the tests were appropriately considered. The public
accounting firm that is required to attest to, and report
on, management’s assessment of the effectiveness of the
company’s internal control over financial reporting also
will require that the company develop and maintain such
evidential matter to support management’s assessment.

An important point to note from this item is that management’s
assessment must be supported by both an analysis of internal
control design and by the testing of that design. Therefore, assess-
ments made in evaluating the design of internal controls should be
borne out by testing the actual operation of those controls.

These requirements point to the need for diligence when
making judgments about matters such as the likelihood that control
deficiencies will cause misstatements. In addition, because such
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judgments—which can aptly be described as the hypotheses of
management—are inherently subjective, there is a need to support
those hypotheses with empirical evidence. Testing provides that
empirical evidence. The need to integrate the management’s design
evaluations with its testing of them becomes more apparent with
these thoughts. When testing does not support management’s judg-
ments, there comes a need to reconsider those judgments. Any such
reconsideration constitutes a revision to management’s design eval-
uation, which must be tested to provide evidence that the revised
design evaluation is accurate. Therefore, it may be said that the initial
consideration of control deficiencies and the likelihood that they will
cause misstatements produces a tentative assessment of internal
control design and a fentative list of control deficiencies that could
be considered “material weaknesses.”

Material Weaknesses in Internal Control

Material weaknesses in internal control, as pointed out in Chapter 1
of this book, are control deficiencies having a “reasonably possible”
likelihood of producing a material misstatement in the financial
statements. The “Risk and Materiality” section of Chapter 4 dis-
cusses making tentative evaluations of the potential for any given
set of activities to produce a material misstatement in the financial
statements. Exhibit 4-2 is an illustration of an evaluation of the sig-
nificance/potential materiality related to a general set of activities.
Routes (activity sets) tentatively identified as containing “significant
deficiencies” should be evaluated as discussed in Chapter 4 to deter-
mine whether a material misstatement might be produced based on
the maximum estimated error to the financial statements that might
occur. Caution dictates that the time-honored convention of conser-
vatism be followed because the final SEC rules prevent management
from determining that a company’s internal control over financial
reporting is effective if it identifies even one material weakness in
internal control over financial reporting.

@ PRACTICE POINTER: The preceding practice pointers related
to assessing the effectiveness of internal controls at very small
companies allow for the assessment of the effectiveness of
internal controls on an overall company basis and by financial
statement element. The simplified exhibits—5-14, 5-15, 5-16,
5-17, 5-18, and 5-19—are meant to provide an analysis of
whether there is a reasonably possible likelihood that material
misstatements in the financial statements will be neither pre-
vented nor detected. After performing an analysis of the control
deficiencies in terms of the five COSO components of internal
control, the next step in assessing effectiveness is to consider
the likelihood that material misstatements will occur; Exhibits
5-20, 5-21, and 5-22 are provided for that purpose.
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EXHIBITS

EXHIBIT 5-1
CONTROL ACTIVITIES RELATED TO
IDENTIFIED INDIVIDUAL ACTIVITY RISK

Process (Route)
[From Exhibit 3-1]

Activity —
[From Exhibit 3-1] [From Exhibit 5-2]
Presence of Risk Yes No Mitigating Control Activities

Basic Risk 1—The facts [input]
are not correct or complete.

Conditions Precipitating Risk
(Underlying Risks)

1. External data are not correct
or complete.

2. Results of preceding process
are not correct.

3. External data or results of
preceding process are
altered.

4. Management intervention.
5. Other.

Basic Risk 2—The facts are
not correctly interpreted or
applied.

Conditions Precipitating Risk
(Underlying Risks)

1. Meaning of data is not
understood.

2. Purpose of activity is not
understood.

3. Manner of data application is
not understood.

4. Management intervention.
5. Other.
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Yes No Mitigating Control Activities

Basic Risk 3—Specified
mathematical operations to be
applied to the facts are not
appropriate to the
circumstances.

Conditions Precipitating Risk
(Underlying Risks)

1. Purpose of activity is not
understood.

2. Mathematical operation is
not understood.

3. Circumstances are not
understood.

4. Alternatives are not
understood.

5. Management intervention.
6. Other.

Basic Risk 4—The accounting
principle to be applied is not
appropriate to the
circumstances.

Conditions Precipitating Risk
(Underlying Risks)

1. Applicability of accounting
principle is not known or
understood.

2. Required conditions are not
understood.

3. Alternatives are not
understood.

4. Management intervention.
5. Other.

Basic Risk 5—The accounting
principle identified is not cor-
rectly applied.

Conditions Precipitating Risk
(Underlying Risks)

1. Proper manner of application
of accounting principle is not
known or understood.

2. Required conditions are not
properly applied.
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Yes No Mitigating Control Activities

3. Alternatives are not
understood.

4. Management intervention.
5. Other.

Basic Risk 6—Specified
mathematical operations are
not correctly performed.

Conditions Precipitating Risk
(Underlying Risks)

1. Proper manner of application
of mathematical operation is not
known or understood.

2. Management intervention.
3. Other.
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EXHIBIT 5-2
DETAILED IDENTIFICATION/ANALYSIS

OF CONTROL ACTIVITIES

Applies to Routes (Activity Sets):

Yes No N/A If Yes, How?

1. Are there clear management
objectives for the activity or activities
in terms of budget, profit, and other
financial and operating goals? If yes,
are such objectives:

a. Clearly written?

b. Actively communicated
throughout the entity?

c. Actively monitored?

2. Do the planning and reporting
systems in place for the activity or
activities:

a. Adequately identify variances
from planned performance?

b. Adequately communicate
variances to the appropriate level
of management?

3. Does the appropriate level of
management over the activity or
activities:

a. Adequately investigate
variances?

b. Take appropriate and timely
corrective action?

4. Are there procedures to prevent
unauthorized access to or destruc-
tion of documents, records, and
assets related to the activity or
activities?

5. Are there policies for controlling
access to programs and data files
related to the activity or activities?

6. Does management over the activity
or activities adequately monitor
compliance with such policies?
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10.

11.

12.

13.

Notes about control activities for the routes:
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Are amounts recorded by the activity
or activities in the accounting system
periodically compared with physical
assets?

Are control and subsidiary accounts
affected by the activity or activities
regularly reconciled and are discre-
pancies reported to appropriate
personnel?

Are signatures required to evidence
the performance of critical control
functions, such as reconciling
accounts, for the activity or
activities?

Are general journal entries, other
than standard entries, produced by
the activity or activities required to
be approved by a responsible official
not involved with their origination?

Are accounting estimates and judg-
ments related to the activity or
activities made only by knowledge-
able and responsible personnel?

Does the activity or do the activities
enable the accounting system to
provide, in a timely manner, the
necessary information for the prep-
aration of financial statements and
related disclosures in accordance
with generally accepted accounting
principles or another comprehensive
basis of accounting?

Is the output from the activity or
activities reviewed by competent
personnel who are knowledgeable
of the factors affecting the activity or
activities?

If Yes, How?

Assessment of the effect of the control activities for these routes on pre-
venting and detecting errors:

Very Effective

Moderately Effective

Not Very Effective
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EXHIBIT 5-3
SAMPLE OF LEVEL 1 CONFLICT
OF DUTIES MATRIX

Pers Route General Route Function

Code  No. A|B|C D|E|F A|lG|H
< | m| O Q| m | = <|Oo|=
= =] = = = = = =] =]
21 2| 2 21 2| 2 21 2| 2
—~l gl 2|2 Zl ez g 21 £ | 2
R IR I I I o I P I I o R I
Al - Unit A Inventory System G
A |Person A G
B |Person B
C  [Person C

A2 - Unit A Purchases/Accounts Payable System
D |Person D

E |Person E
T Person F
A3 - Unit A Payroll System
T Person A
T Person G
T Person H
| A4 - Unit A Disbursements System

AS- Unit A Combini lidating A
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EXHIBIT 5-4

SAMPLE OF LEVEL 2 CONFLICT

OF DUTIES MATRIX

Person Y Duties

Route No. and Affected Items.

(=}
S
S
2

B5- Unit B Inventory System
Unit B

Inventory Transactions
Purchases

Payroll

C5-UnitC  Inventory System
UnitC

Inventory Transactions
Purchases

Payroll

BC1- Units B&C Payroll System
Unit B

Inventory Transactions

Payroll

UnitC

Inventory Transactions

Payroll

Corporate Cash
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EXHIBIT 5-5
INDIVIDUAL CONFLICT OF DUTIES ANALYSIS

Individual:

Route Process and

Activity/Action Description of Task Conflict*

[From Exhibit 3-2] [From Exhibit 3-2] Yes No
1.
2.
3.
4.
5.

*Indicate in the last two columns whether any errors or misstatements (intentional or
unintentional) that might occur while performing the task would ordinarily be detected
by properly performing any of the other tasks listed. If “Yes,” a conflict in the duties of
this person exists. Describe the nature of the conflict below and explain how errors or
misstatements that might occur while performing the task would ordinarily be detected
by the proper performance of one or more of the other tasks listed.

Description of conflict and explanation about detection:
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ANALYSIS OF THE EFFECTS OF THE
CONTROL ENVIRONMENT ON ACTIVITIES

EXHIBIT 5-6

Applies to Routes (Activity Sets):

1.

Is the message that
integrity cannot be
compromised adequately
conveyed by the man-
agement over the activity
or activities to promote
the prevention and
detection of errors?

Does a positive control
environment exist,
whereby there is an
attitude of control con-
sciousness through out
the portion of the
organization where the
activity or activities are
performed, and a positive
“tone at the top” that
promotes the prevention
and detection of errors
related to the activity or
activities?

Is the competence of the
entity’s people
performing the activity or
activities commensurate
with their responsibilities
and does it contribute to
the prevention and
detection of errors?

Is management’s
operating style—the way
it assigns authority and
responsibility and orga-
nizes and develops its
people—appropriate for
the prevention and
detection of errors from
the activity or activities?

Yes No

N/A

6

Describe Contribution
to Error Prevention
and Detection
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<
D
(7]

Does management
understand the require-
ments of laws and regu-
lations pertinent to its
business and thus pro-
vide for the prevention
and detection of errors
from the activity or
activities?

|Z

N/A

5.57

Describe Contribution
to Error Prevention
and Detection

Does management ade-
quately consider the
potential effects of taking
unusual business risks
and so consider the pre-
vention and detection of
errors from the activity or
activities?

Is the output from the
activity or activities sub-
mitted to and reviewed by
management, the board
of directors, or the audit
committee at regular
intervals, so as to con-
tribute to the prevention
and detection of errors?

Does management dem-
onstrate concern about
and willingness to correct
important weaknesses in
the system of internal
control in order to prevent
and detect errors from

the activity or activities?

Does the entity maintain
up-to-date accounting
policies and a procedures
manual to facilitate the
prevention and detection
of errors from the activity
or activities?

Is a chart of accounts
maintained and does it
describe the nature of
each account to facilitate
the prevention and
detection of errors from

the activity or activities?
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Describe Contribution
to Error Prevention
Yes No N/A and Detection

11. Does management peri-
odically review insurance
coverage and promote
the prevention and
detection of errors related
to the activity or
activities?

12. Does management have
a history of establishing
reliable accounting
estimates related to the
activity or activities to
facilitate the prevention
and detection of errors?

18. Is there a low turnover of
accounting, IT, and key
management positions
related to the activity or
activities to facilitate the
prevention and detection
of errors?

14. Are the activity or activi-
ties adequately staffed,
therefore avoiding
constant crisis and facili-
tating the prevention and
detection of errors?

15. Is there adequate coor-
dination between
accounting and IT
departments as they
relate to the activity or
activities, resulting in
timely reports and clos-
ings and facilitating the
prevention and detection
of errors?

16. Is there an organization
chart encompassing the
activity or activities that
reflects the areas of
responsibility and the
line of reporting,
which facilitates the
prevention and detection
of errors?




17.

18.

19.

20.

21.

22.
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<
D
(7]

Are there formal job
descriptions related to
the activity or activities
that clearly set out duties
and responsibilities and
that facilitates the pre-
vention and detection of
errors?

|Z

N/A

5.59

Describe Contribution
to Error Prevention
and Detection

Are backgrounds and
references of applicants
for financial, IT, and key
management positions
related to the activity or
activities thoroughly
investigated to facilitate
the prevention and
detection of errors?

Are personnel policies
and employee benefit
plans covering employ-
ees performing the activ-
ity or activities
documented and com-
municated to those
employees to promote
the prevention and
detection of errors?

Is a formal conflict of
interest policy or code of
conduct for employees
performing the activity or
activities in effect to pro-
mote the prevention and
detection of errors?

Are employees
performing the activity or
activities who handle
cash, securities, and
other valuable assets
bonded to promote pre-
vention and the detection
of errors?

Do related employees, if
any, have job assign-
ments that minimize
opportunities for collusion
related to the performance
of the activity or activities?
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23.

24.

25.

26.

27.
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<
D
»

Are employees
performing the activity
or activities adequately
trained to meet their
assigned responsibilities
in a way that promotes
the prevention and
detection of errors?

|Z

N/A

Describe Contribution
to Error Prevention
and Detection

Is rotation of duties for the
activity or activities
enforced by mandatory
vacations to promote the
prevention and detection
of errors?

Is the job performance for
the activity or activities
periodically evaluated
and reviewed with
employees in a way that
promotes the prevention
and detection of errors?

Has management over-
seeing the activity or
activities established
adequate policies and
procedures for the
development, modifica-
tion, and use of computer
programs and data files in
a way that promotes the
prevention and detection

of errors?

Concerning the board of
directors and/or audit
committee:

a. Does the board or
committee take an
active role in over-
seeing the perfor-
mance of the activity
or activities in accor-
dance with the entity’s
policies and practices
to promote the pre-
vention and detection
of errors?
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Describe Contribution
to Error Prevention
N/A and Detection

<
?
|Z

b. Does the board or
committee approve
the appointment of the
entity’s independent
auditors and is the
activity or activities
subject to their audits?

c. Does the board or
committee have suffi-
cient knowledge,
experience, and
time to serve effec-
tively and promote
proper performance
of the activity or
activities?

d. Does the board or
committee construc-
tively challenge man-
agement’s planned
decisions related to
the activity or activities
and take appropriate
action if necessary
(e.g., conducting
special investigations)
and so promote the
prevention and
detection of
errors?

e. Does the board or
committee meet in a
timely manner with the
chief accounting
officer and internal
and external auditors
to discuss the rea-
sonableness of the
performance of the
activity or activities
within the context of
the financial reporting
process, the system of
internal control, and
other significant
matters?
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f.
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<
D
»

Does the board or
committee review the
scope of activities of
the external and
internal auditors
related to the activity
or activities at least
annually and promote
the prevention and
detection of errors?

|Z

N/A

Describe Contribution
to Error Prevention
and Detection

Does the board or
committee regularly
receive and review
key information
from the activity or
activities, such as
financial statements,
major marketing
initiatives, significant
contracts, and
negotiations?

Does a process

exist for informing the
board or committee in
a timely manner of
sensitive information,
investigation, and
improper acts

(e.g., significant
litigation, investiga-
tions by regulatory
agencies, embezzle-
ment, misuses of cor-
porate assets) related
to the activity or
activities?

Is there appropriate
oversight in determin-
ing the compensation
and benefits of
executive officers
overseeing the
activity or

activities?
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Describe Contribution
to Error Prevention
N/A and Detection

<
?
|Z

j. Is the board or com-
mittee sufficiently
involved in establish-
ing and evaluating the
effectiveness of the
“tone at the top” (e.g.,
approving the entity’s
code of conduct or
policy and procedure
manual) applicable to
the activity or
activities?

Additional comments about how the control environment contributes to the
prevention and detection of errors for the activity set or group of activity sets:

Assessment of the effect of control environment on preventing and
detecting errors:

Very Effective Moderately Effective Not Very Effective
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EXHIBIT 5-7
ANALYSIS OF THE EFFECTS OF MANAGEMENT
RISK ASSESSMENTS ON ACTIVITIES

Applies to Routes (Activity Sets):

Describe Contribution
to Error Prevention
Yes No N/A and Detection

1. Have clear entitywide
objectives affecting the
activity or activities been
established and are they
consistent with business
plans and budgets?

2. Have objectives for key
matters affecting the
activity or activities been
established and are they
consistent with and linked
to the entitywide objec-
tives and strategies?

3. Have the resources and
critical factors important to
achieving its objectives
(e.g., financing, personnel,
facilities, technology)
affecting the activity or
activities been identified?

4. Are risks arising from
external sources (e.g.,
supply sources, creditors’
demands, competitors’
actions, regulation,
natural events) affecting
the activity or activities
adequately considered?

5. Are risks arising from
internal sources (e.qg.,
retention of key personnel
or changes in their
responsibilities,
compensation and benefit
programs to keep the
entity competitive, the
adequacy of back-up
systems in the event of
failure of systems that
could significantly affect



10.

11.
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operations) affecting the
activity or activities ade-
quately considered?

Are significant shifts in
the entity’s industry
(e.g., changes in cus-
tomer demographics,
preferences, or spending
patterns) affecting the
activity or activities ade-
quately identified and
monitored?

Is legal counsel consulted
regarding the implications
of any new legislation
affecting the activity or
activities?

Are new employees in
key positions related to
the activity or activities
adequately supervised to
ensure that they under-
stand and perform in
accordance with the
entity’s policies and
procedures?

Are procedures in place to
assess the effects of new
or redesigned information
systems on the activity or
activities and to monitor
new technologies?

Are procedures in place
to handle rapidly
increasing volumes of
information related to the
activity or activities?

When considering the
development of new
product lines, does man-
agement give appropriate
consideration to major
factors such as customer
demand, production
capabilities, and

N/A

5.65

Describe Contribution
to Error Prevention
and Detection
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Describe Contribution
to Error Prevention
Yes No N/A and Detection

profitability implications
and the effect on the

activity or activities?

12. In connection with corpo-
rate restructurings, are
staff reassignments and
reductions related to the
activity or activities
appropriately analyzed
for their potential effect
on operations or on the
morale of the remaining
employees?

13. Does management keep
abreast of the political,
regulatory, business, and
social culture of areas in
which foreign operations
exist, and are personnel
made aware of accepted
customs and rules as
they relate to the activity
or activities?

14. Is management aware of
the existence of new
accounting or reporting
pronouncements and
how they may affect the
activity or activities and
the entity’s financial

reporting practices?

Additional comments about how management’s risk assessment activities/
procedures contributes to the prevention and detection of errors for the
activity set or group of activity sets:

Assessment of the effect of management’s risk assessment activities/
procedures on preventing and detecting errors:

Very Effective Moderately Effective Not Very Effective




Chapter 5: Making Tentative Internal Control Assessments

5.67

EXHIBIT 5-8

ANALYSIS OF THE EFFECTS OF INFORMATION @
AND COMMUNICATION ON ACTIVITIES

Applies to Routes (Activity Sets):

Information

1.

Does the part of the
organization related to the
activity or activities have
mechanisms in place to
obtain relevant external
information (e.g., on
market conditions, com-
petitors’ programs,
legislative or regulatory
developments, and eco-
nomic changes) and
internally generated infor-
mation critical to the
activity or activities and
the achievement of the
organization’s objectives?

Is the information
necessary to perform the
activity or activities
provided to the right
people in sufficient detalil
and on time to enable
them to carry out their
responsibilities efficiently
and effectively?

Is the development or
revision of information
systems related to the
activity or activities and to
financial reporting based
on a strategic plan and
interrelated with the
entity’s overall informa-
tion systems and is it
responsive to achieving
the entitywide and activity
level objectives?

Yes

No

N/A

Describe Contribution
to Error Prevention
and Detection
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Does top management
and management over
the activity or activities
commit the appropriate
human and financial
resources to develop the
necessary financial
reporting information
systems?

Communication

5.

Does management over
the activity or activities
communicate employees’
duties and control
responsibilities in an
effective manner?

Are communication
channels established for
people performing the
activity or activities to
report suspected
improprieties?

Does communication flow
across the organization
adequately (e.g., from
shipping to accounting) to
enable people performing
the activity or activities to
discharge their responsi-
bilities effectively?

Are there timely and
appropriate follow-up
actions on communica-
tions received from cus-
tomers, vendors,
regulators, or other
external parties relating
to the activity or
activities?

Do other parties outside
the organization review
and follow up on the
organization’s actions
(e.g., an active review of
bank loan agreements)
as they relate to the
activity or activities?

N/A

Describe Contribution
to Error Prevention
___and Detection




Chapter 5: Making Tentative Internal Control Assessments — 5.69

Additional comments about how information and communication contributes
to the prevention and detection of errors for the activity set or group of activity
sets:

Assessment of the effect of information and communications on preventing
and detecting errors:

Very Effective Moderately Effective Not Very Effective
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EXHIBIT 5-9
ANALYSIS OF THE EFFECTS OF
MONITORING ON ACTIVITIES

Applies to Routes (Activity Sets):

Is operating information
used to manage opera-
tions integrated or recon-
ciled with data generated
by the activity or activi-
ties? Is information from
other parts of the financial
reporting system
integrated or reconciled
with data generated by
the activity or activities?

Are complaints about the
activity or activities
investigated and any
internal control deficien-
cies corrected?

Are communications from
vendors and monthly
statements of accounts
payable used as a
control-monitoring tech-
nique over the activity or
activities?

Are internal control
recommendations made
by external auditors (and
internal auditors, if appli-
cable) related to the
activity or activities
implemented?

Is feedback received
from training seminars,
planning sessions, and
other meetings on
whether controls over the
activity or activities oper-
ate effectively?

Yes

No

N/A

Describe Contribution
to Error Prevention
and Detection
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Does the organization
take a fresh look at the
internal control system
from time to time and
evaluate its effectiveness
as it relates to the activity
or activities? If yes:

a. Does the evaluation
process include
checklists, question-
naires, or other tools?

b. Are the evaluations
documented?

Does the entity have an
adequate internal audit
function that covers the
activity or activities? If yes,
do the internal auditors:

a. Possess adequate
training and experi-
ence related to the
activity or activities?

b. Adhere to applicable
professional
standards?

c. Have an adequate
documentation of the
organization’s internal
control related to the
activity or activities?

d. Perform tests of con-
trols and substantive
tests related to the
activity or activities?

e. Have adequate docu-
mentation of their
work related to the
activity or activities?

f.  Submit reports on
their findings about
the activity or activi-
ties to the board of
directors or audit
committee in a timely
manner?

N/A

5.71

Describe Contribution

to Error Prevention

__and Detection
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Describe Contribution
to Error Prevention
Yes N N/A and Detection

g. Follow up on
corrective actions
taken by manage-
ment related to the
activity or activities?

h. Have direct access to
the board of directors

or audit committee?

i. Have direct access to
records, and the
scope of their activi-
ties is not limited?

Additional comments about how monitoring contributes to the prevention
and detection of errors for the activity set or group of activity sets:

Assessment of the effect of monitoring on preventing and detecting errors:

Very Effective Moderately Effective Not Very Effective
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EXHIBIT 5-10
ANALYSIS OF THE EFFECTS OF INTERNAL

CONTROL COMPONENTS ON ROUTES

Process (Route)
[From Exhibit 3-1]

See Notes for columns (a) through (f).

(@) (b) () (d) (e) ()

[From [From Exhibits MCA Other
Exhibit 3-1 & 3-2] Mitigating  Error Effect of Error
4-1] Specific Activities Control  Control Other IC Control

Risk 1 2 3 4 5 Activiies Y N Components Y N
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(a) (b) (c) (d) (e) )
[From [From Exhibits MCA Other
Exhibit 3-1 & 3-2] Mitigating  Error Effect of Error
4-1] Specific Activities Control  Control Other IC Control
Risk 1 2 3 4 5 Activities Y N Components Y N

Notes:

(a) These risks correspond to the risks on Exhibit 4-1. See the risk code key
below.

(b) These are the individual activities in the route (activity set). Insert addi-
tional columns as needed and check off next to each risk if that risk has
been identified as applicable to the activity.

(c) Indicate, or explain on an attached page, the mitigating control activities
that address the stated risk for the activities in this activity set.

(d) Indicate, by checking Y or N, whether the stated mitigating control
activities (MCAs) should be effective in preventing or detecting errors
related to the risk that might be made in performing the tasks in this
activity set.

(e) Indicate, or explain on an attached page, the specific ways that the other
four components of internal control address the stated risk for the
activities in this activity set.

(f) Indicate, by checking Y or N, whether the other four components of
internal control should be effective in preventing or detecting errors
related to the risk that might be made in performing the tasks in this activity
set.

Risk Code Key:

BR1 The facts [input] are not correct or complete.

BR1-1 External data are not correct or complete.

BR1-2 Results of preceding process are not correct.

BR1-3 External data or results of preceding process are altered.

BR1-4 Management intervenes to change input.



BR1-5
BR2

BR2-1
BR2-2
BR2-3
BR2-4
BR2-5
BR3

BR3-1
BR3-2
BR3-3
BR3-4
BR3-5
BR3-6
BR4

BR4-1
BR4-2
BR4-3
BR4-4
BR4-5
BR5

BR5-1

BR5-2
BR5-3
BR5-4

BR5-5
BR6
BR6-1

BR6-2
BR6-3
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Other input risks identified in brainstorming.

The facts are not correctly interpreted or applied.

Meaning of data is not understood.

Purpose of activity is not understood.

Manner of data application is not understood.

Management intervenes in the interpretation or application.

Other interpretation or application risks identified in brainstorming.

Specified mathematical operations to be applied to the facts are not appro-
priate to the circumstances.

Purpose of activity is not understood.

Mathematical operation is not understood.

Circumstances are not understood.

Alternatives are not understood.

Management intervenes by specifying mathematical operations.

Other mathematical operations identification risks identified in brainstorming.
The accounting principle to be applied is not appropriate to the circumstances.
Applicability of accounting principle is not known or understood.

Required conditions are not understood.

Alternatives are not understood.

Management intervenes by specifying accounting principles.

Other accounting principles identification risks identified in brainstorming.
The accounting principle identified is not correctly applied.

Proper manner of application of accounting principle is not known or
understood.

Required conditions are not properly applied.
Alternatives are not understood.

Management intervenes by specifying manner of applying accounting
principles.

Other accounting principles application risks identified in brainstorming.
Specified mathematical operations are not correctly performed.

Proper manner of application of mathematical operation is not known or
understood.

Management intervenes by specifying how to apply mathematical operations.

Other mathematical operations performance risks identified in brainstorming.
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EXHIBIT 5-11
ASSESSMENT OF THE PROBABILITY OF
MISSTATEMENT FROM CONTROL
DEFICIENCIES: PART A

Process (Route):

6

[From Exhibit 3-1]
Nature of Control Deficiency:

(@ () () (d) (o) ® (9)

(h)

Comp Assessed Exhibit

Effect Controls Prob
Yes No Dir Ind Yes No H. M

1. Is the item a control
deficiency because
there are inadequate
control activities? If yes,
what are the inadequa-
cies of the control activ-
ities (from Exhibits 5-1
and 5-2)? Are the inad-
equacies of the control
activities related to:

a. Activity performance? -

5-12
Factor

b. Information? -

c. Physical controls?

d. Segregation of
duties? N

2. Is the item a control
deficiency because of
inadequacies in the
control environment? If
yes, what are the inad-
equacies in the control
environment (from Exhi-
bit 5-6)? Are the inade-
quacies of the control
environment related to:

a. Control
consciousness? -

b. Discipline and
structure? -

c. Attitude of

management? -
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(a)

d. Actions of
management?

e. Management
awareness?

Is the item a control
deficiency because of
inadequate risk assess-
ment? If yes, what are
the inadequacies of the
related risk assess-
ments (from Exhibit 5-
7)? Are the inadequa-
cies of the risk assess-
ments related to:

a. Processes used to
consider risks?

b. Estimates about risk
significance?

c. Assessments about
risk probability?

d. Decisions about
responses to risks?

Is the item a control
deficiency because of
inadequate information
or communication? If
yes, what are the
inadequacies of infor-
mation or communica-
tion related to the
activity or activities
(from Exhibit 5-8)? Are
the inadequacies
concerning information
or communication
related to:

a. ldentification of
pertinent
information?

b. Obtaining
necessary
information?

¢. Communicating
information?

(b) (c) (d) (e) (f)
Comp

Effect Controls

(9)

5.77

(h)

Assessed Exhibit

Prob
H. M, L

5-12
Factor
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(a) (b) (c) (d) (e) (f) (9) (h)
Comp Assessed Exhibit
Effect Controls Prob 5-12

Yes No Dir Ind Yes No H. M, L Factor

5. Is the item a control
deficiency because of
inadequate monitoring?
If yes, what are the
inadequacies of the
monitoring of the related
activity or activities
(from Exhibit 5-9)? Are
the inadequacies
concerning monitoring
related to:

a. Evaluating control

design and

operation? -
b. Identifying needs for

improvement and

corrective acton?

c. Follow-up
procedures? R

Notes: Columns (d) and (e) are concerned with whether the control deficiency has a
direct or indirect effect on the potential for misstatement. Column (f) addresses whether
there are compensating controls that affect the control deficiency and column (g) is to
indicate the assessed probability of misstatement—High (H), Medium (M), or Low (L).
The probability factor to be entered in column (h) is determined by using Exhibits 5-12
and 5-13 for each item. The percentages entered should be in terms of their decimal
equivalents (e.g., 100% = 1).
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Process (Route):
[From Exhibit 3-1]
Nature of Control Deficiency:

EXHIBIT 5-13
ASSESSMENT OF THE PROBABILITY OF
MISSTATEMENT FROM CONTROL
DEFICIENCIES: PART B

6

(a) (b)
5-11
Factor Weight

Related Risks (from Exhibit 5-10) and
Cause of Control Deficiency

What type of risks underlie the control
deficiency:

(c)
Weighted
Factor

Risks involving competencies
(From Exhibit 5-11: Items 1a,
2a, 2b, 3a, & 5a):

1.a. Performance of activities

2.a. Control consciousness

2.b. Discipline and structure

3.a. Processes used to consider
risks

5.a. Evaluating control design and
operation

Risks involving knowledge (From
Exhibit 5-11: ltems 2e, 3d, & 5b):

2.e. Awareness of management

3.d. Decisions about responses to
risks

5.b. Identifying needs for improve-
ment and corrective action

Risks involving security or
control (From Exhibit 5-11:
Items 1c, 1d, 2c, 2d, 3b, 3c,
4a, & 5¢)

1.c. Physical controls

1.d. Segregation of duties

2.c. Attitude of management
2.d. Actions of management

3.b. Estimates about risk
significance

3.c. Assessments about risk
probability
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(a) (b) (c)
5-11 Weighted
Factor Weight Factor
4.a. |dentification of pertinent
information

5.c. Follow-up procedures

Risks involving information (From
Exhibit 5-11: Items 1b, 4b, & 4c)

1.b. Information

4.b. Obtaining necessary information

4.c. Communicating information
Assessed Likelihood of Misstatement =% of Weighted Factors

Note: As discussed in the table that appears at the end of the section “Likelihood of
Misstatement” earlier in this chapter, the weight assigned in column (b) is manage-
ment’'s assessment of the relative importance of the risk to the financial statement
element for the control deficiency identified. The weights assigned by management
should be in percentages (or their equivalent decimal amounts) so that all of the
weights for the deficiency total 100% (or 1.00 in decimal terms). Column (c) is the
product of columns (a) and (b). The sum of column (c) may be used as a percentage
assessment of the likelihood of misstatement. If the total assessed likelihood of mis-
statement is “reasonably possible,” the control deficiency is considered to be a material
weakness.
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Ris!

EXHIBIT 5-14
CONTROL ACTIVITIES RELATED TO CONTROL
ACTIVITY RISKS—VERY SMALL COMPANIES

[From Exhibit 5-15]

Mitigating Control
k Yes No Activities

—_

10.

11.

12.

13.

14,

15.
16.

External data are not correct or
complete.

Results of preceding process
are not correct.

External data or results of pre-
ceding process are altered.

Meaning of data is not
understood.

Purpose of activity is not
understood.

Manner of data application is not
understood.

Mathematical operation is not
understood.

Circumstances are not
understood.

Applicability of accounting
principle is not known or
understood.

Required conditions are not
understood.

Proper manner of application of
accounting principle is not
known or understood.

Required conditions are not
properly recognized.

Alternatives are not understood.

Proper manner of application of
mathematical operation is not
known or understood.

Management intervention.
Other.
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EXHIBIT 5-15
DETAILED IDENTIFICATION/ANALYSIS OF

CONTROL ACTIVITIES—VERY SMALL
COMPANIES

Yes No N/A If Yes, How?

Are there clear management
objectives in terms of budget,
profit, and other financial and
operating goals? If yes, are such
objectives:

a. Clearly written?

b. Actively communicated
throughout the entity?

c. Actively monitored?

Do the planning and reporting
systems in place:

a. Adequately identify variances
from planned performance?

b. Adequately communicate
variances to the appropriate
level of management?

Does the appropriate level of
management:

a. Adequately investigate
variances?

b. Take appropriate and timely
corrective action?

Are there procedures to prevent
unauthorized access to or
destruction of documents,
records, and assets?

Are there policies for controlling
access to programs and data
files?

Does management adequately
monitor compliance with such
policies?

Are amounts recorded in

the accounting system
periodically compared

with physical assets, if
applicable?
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Yes No N/A If Yes, How?

8. Are control and subsidiary
accounts regularly reconciled
and are discrepancies reported
to appropriate personnel?

9. Are signatures required to
evidence the performance of
critical control functions, such as
reconciling accounts?

10. Arejournal entries required to be
approved by a responsible
official not involved with their
origination?

11. Are accounting estimates and
judgments made only by knowl-
edgeable and responsible
personnel?

12. Does the accounting system
provide, in a timely manner, the
necessary information for the
preparation of financial state-
ments and related disclosures in
accordance with generally
accepted accounting principles
or another comprehensive basis
of accounting?

13. Is the output from the activity or
activities reviewed by competent
personnel who are knowledge-
able of the factors affecting the
activity or activities?

Notes about control activities:

Assessment of the effect of the control activities on preventing and detecting
errors:

Very Effective Moderately Effective Not Very Effective
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1.

EXHIBIT 5-16
ANALYSIS OF THE EFFECTS OF THE CONTROL
ENVIRONMENT ON ACTIVITIES—VERY
SMALL COMPANIES

Describe Contribution
to Error Prevention
Yes No N/A and Detection
Is the message that
integrity cannot be
compromised adequately
conveyed by the man-
agement over the activity
or activities to promote
the prevention and
detection of errors?

Does a positive control
environment exist,
whereby there is an atti-
tude of control con-
sciousness throughout
the organization, and a
positive “tone at the top”
that promotes the pre-
vention and detection of
errors?

Is the competence of the
entity’s people performing
activities commensurate
with their responsibilities
and does it contribute to
the prevention and
detection of errors?

Is management’s
operating style—the way
it assigns authority and
responsibility and orga-
nizes and develops its
people—appropriate for
the prevention and
detection of errors?

Does management
understand the require-
ments of laws and regu-
lations pertinent to its
business and thus pro-
vide for the prevention
and detection of errors?




10.

11.

12.
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Does management
adequately consider the
potential effects of taking
unusual business risks
and so consider the pre-
vention and detection of
errors?

Is the output from the
various activities submit-
ted to and reviewed by
management, the board
of directors, or the audit
committee at regular
intervals so as to con-
tribute to the prevention
and detection of errors?

Does management dem-
onstrate concern about
and willingness to correct
important weaknesses in
the system of internal
control in order to prevent
and detect errors?

Does the entity maintain
up-to-date accounting
policies and a procedures
manual to facilitate the
prevention and detection
of errors?

Is a chart of accounts
maintained and does it
describe the nature of
each account to facilitate
the prevention and
detection of errors?

Does management peri-
odically review insurance
coverage and promote
the prevention and
detection of errors?

Does management have
a history of establishing
reliable accounting esti-
mates related to the
activity or activities to
facilitate the prevention
and detection of errors?

N/A

5.87

Describe Contribution
to Error Prevention
___and Detection
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13.

14.

15.

16.

17.

18.

19.
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Is there a low turnover
of accounting and key
management positions to
facilitate the prevention
and detection of errors?

N/A

Describe Contribution
to Error Prevention
___and Detection

Are activities adequately
staffed, therefore avoid-
ing constant crisis and
facilitating the prevention
and detection of errors?

Is there adequate coordi-
nation between the
accounting and other
functions in the company
to provide for the ability to
achieve timely reports
and closings and facilitate
the prevention and
detection of errors?

Is there an organization
chart that reflects the
areas of responsibility
and lines of reporting
which facilitates the pre-
vention and detection of

errors?

Are there formal job
descriptions that clearly
set out duties and
responsibilities and that
facilitate the prevention
and detection of errors?

Are backgrounds and
references of applicants
for financial and key
management positions
investigated to facilitate
the prevention and
detection of errors?

Are personnel policies
and employee benefit
plans documented and
communicated to
employees to promote
the prevention and
detection of errors?




20.

21.

22.

23.

24,

25.

26.
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Is a formal conflict of
interest policy or code of
conduct for employees in
effect to promote the
prevention and detection
of errors?

Are employees
performing the activity or
activities who handle
cash, securities, and
other valuable assets
bonded to promote the
prevention and detection
of errors?

Do related employees,
if any, have job assign-
ments that minimize the
likelihood of error?

Are employees ade-
quately trained to meet
their assigned responsi-
bilities in a way that pro-
motes the prevention and
detection of errors?

Is rotation of duties
enforced by mandatory
vacations to promote the
prevention and detection
of errors?

Is job performance peri-
odically evaluated and
reviewed with employees
in a way that promotes
the prevention and
detection of errors?

Has management estab-
lished adequate policies
and procedures for the
development, modifica-
tion, and use of computer
programs and data files in
a way that promotes the
prevention and detection
of errors?

N/A

5.89

Describe Contribution
to Error Prevention
___and Detection




5.90  Chapter 5: Making Tentative Internal Control Assessments

Describe Contribution
to Error Prevention
Yes N N/A and Detection

27. Concerning the board of
directors and/or audit
committee:

a. Does the board or
committee take an
active role in over-
seeing the perfor-
mance of activities
in accordance with
the entity’s policies
and practices to
promote the
prevention and
detection of errors?

b. Does the board or
committee approve
the appointment of
the entity’s
independent
auditors and is
the activity or
activities subject
to their audits?

c. Does the board or
committee have suf-
ficient knowledge,
experience, and
time to serve
effectively and
promote proper
performance
of the activity or
activities?

d. Does the board
or committee
constructively
challenge
management’s
decisions and take
appropriate action if
necessary (e.g., by
conducting special
investigations) and so
promote the preven-
tion and detection of
errors?
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Describe Contribution
to Error Prevention
Yes No N/A and Detection

e. Does the board or
committee meet in a
timely manner with
the chief accounting
officer and external
auditors to discuss
the reasonableness
of the performance of
activities within the
context of the finan-
cial reporting
process, the system
of internal control,
and other significant
matters?

f. Does the board or
committee review the
scope of activities of
the external auditors
at least annually and
promote the preven-
tion and detection of
errors?

g. Does the board or
committee regularly
receive and review
key information,
such as financial
statements, major
marketing initiatives,
significant
contracts, and
negotiations?

h. Does a process exist
for informing the
board or committee in
a timely manner of
sensitive information,
investigations, and
improper acts (e.g.,
significant litigation,
investigations by reg-
ulatory agencies,
embezzlement, mis-
use of corporate
assets)?




5.92  Chapter 5: Making Tentative Internal Control Assessments

Describe Contribution
to Error Prevention
Yes N N/A and Detection

i. Is there appropriate
oversight in deter-
mining the compen-
sation and benefits of
executive officers?

j- Is the board or com-
mittee sufficiently
involved in establish-
ing and evaluating the
effectiveness of the
“tone at the top” (e.g.,
approving the entity’s
code of conduct or
policy and procedure
manual)?

Additional comments about how the control environment contributes to the
prevention and detection of errors:

Assessment of the effect of control environment on preventing and detecting
errors:

Very Effective Moderately Effective Not Very Effective
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EXHIBIT 5-17
ANALYSIS OF THE EFFECTS OF
MANAGEMENT RISK ASSESSMENTS ON

6

ACTIVITIES—VERY SMALL COMPANIES

B
[72]
5

Have clear company
objectives been
established and are
they consistent with
business resources
and budgets?

N/A

Describe Contribution
to Error Prevention
and Detection

Have the resources and
critical factors important
to achieving its objec-
tives (e.g., financing,
personnel, facilities,
technology) affecting
internal controls been
identified?

Are risks arising from
external sources
(e.g., supply sources,
creditors’ demands,
competitors’ actions,
regulation, natural
events) adequately
considered?

Are risks arising from
internal sources (e.g.,
retention of key
personnel or changes in
their responsibilities,
compensation and
benefit programs to
keep the entity competi-
tive, adequacy of back-
up systems in the event
of failure of systems that
could significantly affect
operations) adequately
considered?
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Are significant shifts in
the entity’s industry
(e.g., changes in cus-
tomer demographics,
preferences, or spend-
ing patterns) adequately
identified and
monitored?

Is legal counsel con-
sulted regarding the
implications of any new
legislation?

Are new employees in
key positions related to
the activity or activities
adequately supervised
to ensure that they
understand and perform
in accordance with the
entity’s policies and
procedures?

Are procedures in place
to handle rapidly
increasing volumes of
information?

When considering the
development of new
product lines, does
management give
appropriate consider-
ation to major factors
such as customer
demand, production
capabilities, and profit-
ability implications and
their effect on internal
controls?

In connection with cor-
porate restructurings,
are staff reassignments
and reductions appro-
priately analyzed for
their potential effect on
operations or on the
morale of the remaining
employees?

yes

N/A

Describe Contribution
to Error Prevention
___and Detection
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Describe Contribution
to Error Prevention
yes No N/A and Detection

11. Does management keep
abreast of the political,
regulatory, business,
and social environments
as they might affect the
company’s business?

12. Is management aware
of the existence of new
accounting or reporting
pronouncements and
how they may affect the
activity or activities and
the entity’s financial
reporting practices?

Additional comments about how management’s risk assessment activities/
procedures contributes to the prevention and detection of errors:

Assessment of the effect of management’s risk assessment activities/
procedures on preventing and detecting errors

Very Effective Moderately Effective Not Very Effective
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EXHIBIT 5-18

ANALYSIS OF THE EFFECTS OF INFORMATION

AND COMMUNICATION ON ACTIVITIES—VERY
SMALL COMPANIES

Describe Contribution
to Error Prevention
Yes No N/A and Detection

Information

1.

Does the company have
mechanisms in place to
obtain relevant external
information (e.g., on
market conditions, com-
petitors’ programs,
legislative or regulatory
developments, and eco-
nomic changes) and
internally generated
information important to
achieving the com-
pany’s objectives?

Is the information
necessary to perform
activities provided to the
right people in sufficient
detail and on time to
enable them to carry out
their responsibilities effi-
ciently and effectively?

Is the development or
revision of information
systems related to
financial reporting based
on a strategic plan and
interrelated with the
company’s overall infor-
mation needs and is it
responsive to achieving
the company
objectives?

Does top management
commit the appropriate
human and financial
resources to develop the
necessary financial
reporting information
systems?
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Communication

5.

Does management
communicate employ-
ees’ duties and control
responsibilities
effectively?

Are communication
channels established for
people to report sus-
pected improprieties?

Does communication
adequately flow across
the company (e.g., from
shipping to accounting)
to enable people to dis-
charge their responsibil-
ities effectively?

Are there timely and
appropriate follow-up
actions on communica-
tions received from cus-
tomers, vendors,
regulators, or other
external parties?

Do parties outside the
company review and
follow up on the com-
pany’s actions (e.g., an
active review of bank
loan agreements)?

|Z

N/A

5.97

Describe Contribution
to Error Prevention
___and Detection

Additional comments about how information and communication contri-
butes to the prevention and detection of errors:

Assessment of the effect of information and communication on preventing
and detecting errors:

Very Effective

Moderately Effective

Not Very Effective




5.98

Chapter 5: Making Tentative Internal Control Assessments

EXHIBIT 5-19

ANALYSIS OF THE EFFECTS OF MONITORING @
ON ACTIVITIES—VERY SMALL COMPANIES

Is operating information
used to manage opera-
tions integrated or recon-
ciled with information
used in the accounting
and financial reporting
system?

Are complaints about the
activity or activities
investigated and any
internal control deficien-
cies corrected?

Are communications from
vendors and monthly
statements of accounts
payable used as a
control-monitoring
technique?

Are internal control
recommendations made
by auditors reviewed and
implemented when con-
sidered appropriate?

Is feedback received
from training seminars,
planning sessions, and
other meetings on
whether controls operate
effectively?

Does the company take a
fresh look at the internal
control system from time
to time and evaluate its
effectiveness? If yes:

a. Does the evaluation
process include
checklists, question-
naires, or other tools?

Describe Contribution
to Error Prevention
and Detection
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b. Are the evaluations
documented?

Does the company have

an adequate accounting
and financial reporting
review function? If yes,

5.99

Describe Contribution
to Error Prevention
___and Detection

does it:

a.

Provide for reviews by
persons having the
appropriate compe-
tence, knowledge, and
experience?

. Conform with regula-

tory requirements?

. Adequately document

the company’s internal
controls related to
accounting and finan-
cial reporting?

. Include substantive

tests and tests of
controls?

. Adequately document

the work?

Require that reports
on findings be submit-
ted to the board of
directors or audit
committee in a timely
manner?

. Follow up on

corrective actions
taken by
management to
address findings?

. Have direct access

to the board of
directors or audit
committee?

Provide direct
access to records
without limitations on
the scope of review
activities?
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Describe Contribution
to Error Prevention
Yes N /A __and Detection

P

Additional comments about how monitoring contributes to the prevention
and detection of errors:

Assessment of the effect of monitoring on preventing and detecting errors:

Very Effective Moderately Effective Not Very Effective
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5.103

ASSESSMENT OF THE PROBABILITY OF
MISSTATEMENT FROM CONTROL DEFICIENCIES

EXHIBIT 5-21 @

PART A—VERY SMALL COMPANIES

Financial Statement Element:

[From Exhibit 3-3]

Nature of Control

Deficiency: [From Exhibit 5-20]
(a) (b) (c) (d) (e) () (9) (h)
Comp Assessed
Effect Controls Prob
Yes No Dir Ind Yes No H,M,L Factor

Is the item a control

deficiency because

there are inadequate

control activities? If yes,

are the inadequacies of

the control activities

related to: N

a. Activity
performance? -

b. Information? -
. Physical controls?

d. Segregation of
duties? e

[e]

Is the item a control
deficiency because of
inadequacies in the
control environment? If
yes, are the inadequa-
cies of the control envi-
ronment related to: -
a. Control

consciousness? e
b. Discipline and

structure? -
c. Attitude of

management? N
d. Actions of

management? S

e. Management
awareness? -
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3.

(@) (b) (c) (d) (&) ()

Comp Assessed

Effect Controls

()

Prob

Is the item a control

deficiency because of

inadequate risk

assessment? If yes,

are the inadequacies

of the risk assessments

related to: N

a. Processes used to
consider risks?

H

L

(h)

Factor

b. Estimates about risk
significance?

c. Assessments about
risk probability?

d. Concerning
responses to risks?

See Notes Below

4,

Is the item a control

deficiency because of

inadequate information

or communication?

If yes, are the

inadequacies

concerning information

related to: N

a. ldentification of
pertinent
information?

b. Obtaining necessary
information?

¢. Communicating
information?

Is the item a control
deficiency because
of inadequate
monitoring?

Are the inadequacies
concerning monitoring
related to:
a. Evaluating control
design and
operation? -
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(a) (b) () (d) (¢) () (9 (h)
Comp Assessed
Effect Controls Prob

Yes No Dir Ind Yes No H, M, L Factor

b. Identifying needs for
improvement and
corrective action? S

c. Follow-up
procedures? -

See Notes Below

Notes:
Columns (d) and (e) are concerned with whether the control deficiency has a direct or

indirect effect on the potential for misstatement. Column (f) addresses whether there
are compensating controls that affect the control deficiency and column (g) is to indi-
cate the assessed probability of misstatement—High (H), Medium (M), or Low (L). The
probability factor to be entered in column (h) is from Exhibit 5-12.
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EXHIBIT 5-22
ASSESSMENT OF THE PROBABILITY OF
MISSTATEMENT FROM CONTROL
DEFICIENCIES: PART B—VERY SMALL
COMPANIES

Financial Statement Element

6

[From Exhibit 3-3]

Nature of Control Deficiency: [From Exhibit 5-20]

(a) (b)
5-21
Factor Weight*

Related Risks (from Exhibit 5-20)

and Cause of Control Deficiency
What type of risks underlie the
control deficiency:

Risks involving competen-
cies (From Exhibit 5-21:
ltems 1a, 2a, 2b, 3a, and 5a):

1.a. Performance of activities

(c)
Weighted
Factor

2.a. Control consciousness

2.b. Discipline and structure

3.a. Processes used to con-
sider risks

5.a. Evaluating control
design and operation

Risks involving knowledge

(From Exhibit 5-21: Items 2e,

3d, and 5b):

2.e. Awareness of
management

3.d. Decisions about
responses to risks

5.b. Identifying needs for
improvement and
corrective action

Risks involving security or
control (From Exhibit 5-21:
Items 1c, 1d, 2c, 2d, 3b, 3c,
4a, and 5c¢):

1.c. Physical controls

1.d. Segregation of duties
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(a) (b) (c)
5-21 Weighted
Factor Weight Factor

2.c. Attitude of management

2.d. Actions of management

3.b. Estimates about risk
significance

3.c. Assessments about risk
probability

4.a. Identification of pertinent
information

5.c. Follow-up procedures

Risks involving information

(From Exhibit 5-21: Items 1b,

4b, and 4c):

4.b. Obtaining necessary
information

4.c. Communicating
information

Assessed Likelihood of Misstatement =% of Weighted
Factors

Note: As discussed in the table that appears at the end of the section “Likelihood of
Misstatement” earlier in this chapter, the weight assigned in column (b) is manage-
ment’'s assessment of the relative importance of the risk to the financial statement
element for the control deficiency identified. The weights assigned by management
should be in percentages (or their equivalent decimal amounts) so that all of the
weights for the deficiency total 100% (or 1.00 in decimal terms). Column (c) is the
product of columns (a) and (b). The sum of column (c) may be used as a percentage
assessment of the likelihood of misstatement. If the total assessed likelihood of mis-
statement is “reasonably possible,” the control deficiency is a material weakness.






