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a day or so, then permanently
delete, or “double delete” the
message from the e-mail server
to implement a 30-day e-mail
retention policy.

This sounds well and good,
but in some instances the ef-
fect of the practices employed
have a different result than the
outcome desired. For example,
your firm may impose a limit
on mailbox size so that I'T has
a manageable (and cost-effec-
tive) e-mail server environ-
ment. Let’s say the e-mail ad-
ministrator limits mailbox size
to 50MB. The average corpo-
rate e-mail user, according to
a 2005 study by The Radicati
Group, sends 34 and receives
99 e-mail messages every day.
This equates to a volume of
about 15MB per business day.
With the mailbox limit set to
50MB, the user quickly ex-
hausts their 50MB limit with
the accumulation of only three
days worth of e-mail. Because
the user does not want his or
her e-mail service restricted
by the administrator, the user
is forced to decide whether to
save or delete e-mail within
the three-day window. The us-
er is forced to move messages
out of the system within three
days, thereby negating the sys-
tem-imposed 30-day archive

and deletion practice. Rarely
would an e-mail survive long
enough in the e-mail system
for the automated process to
have its intended effect.

So where do these e-mails
(along with their attachments)
go? Most users archive (or move)
messages, sometimes en masse,
to personal folders on their hard
drives. The more sophisticated
ones do this automatically us-
ing filters. Some users save their
archive files to portable devices,
such as thumb drives, or exter-
nal CDROMs, or USB drives.
Some, in the absolute worst
possible case, actually forward
business-related e-mail to their
personal accounts (like Gmail,
Hotmail, or AOL), where they
might have several GBs of free
available storage.

All of these files, wherever
they exist, would be recover-
able and potentially producible
in the event of litigation.

Understanding how employ-
ees actually use their comput-
ers at work, including how they
manage their e-mail and save
their business documents, is
crucial to setting up an effec-
tive practice that actually ac-
complishes the intended pur-
pose. Again, forensic testing
and analysis, including employ-
ee interviews using a sampling
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methodology, can uncover and
help in measuring the risk ex-
posed by these potential elec-
tronic evidence holes.

Summary

The “Best Practice” for electronic
document retention at your firm
should be uniquely yours, de-
veloped with your policies, peo-
ple and practices as the crucial
components. There is no “silver
bullet,” no easily implemented,
one-size-fits-all “best practice.”
The true best practice is proac-
tively addressing these issues and
testing your firm’s policies to en-
sure that everything is working
smoothly and as intended so that
your company is prepared if liti-
gation comes. +
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