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Many institutions will use a for of
Risk & Control Assessment (RCA)
as the basis for the identification
and evaluation of their exposure to

operational risk.

CCH SWORD’s RCA module provides
enterprises with stable and secure
support for their RCA programmes.

Self-assessment exercises are usually conducted by
means of a bottom-up approach, the business line
managers providing the information needed within a
framework devised by operational risk specialists. RCAs
can also be performed as a top-down exercise, often
starting at the most senior management level, in order to
get a high-level enterprise-wide view of the institution.

Institutions make use of these tools to establish the

risk profile for both the institution as a whole and its
business units, by identifying and gauging the risks and by
assessing the necessary controls that should be in place
to mitigate them.

Impact /
Probability
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RCAs can also be used by different levels of management
to enhance decision-making, as they can help establish
transparency as to what is happening within the institution
by delineating its risks and controls. Institutions may
additionally be able to leverage this for compliance with
Sarbanes-Oxley and its requirement for senior managers to
approve the efficacy of controls.
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Bottom Up/Top Down
Within CCH SWORD it i

possible to set up RCA at any e e rep—
level of the organisational TS R TR i—
hierarchy, thus enabling a A pe————— wa
top-down, bottom up or IR
combined approach.

A liwily:
An RCA (Risk Assessment in e — T T — T —
CCH SWORD) is a process e T, B i ——— I
by which all of the risk e o 1l
and controls relevant to a Soneal.| (Wl
particular organisation unit
are grouped together for
review by a relevant officer
of the institution. This process
may be set to run automatically
(annually, quarterly, etc.) or may
be initiated manually by the risk
management team.
RCA Approaches B

Pisk Descrplon:

There are a number of
approaches to the actual
assessment of risks and
controls available within the
Risk Assessment module of
CCH SWORD

In order to assist the user in
the RCA process each risk
will have an “info” screen
that shows risk relevant
occurrences since the last
RCA (losses, issues, etc.)
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Inherent RIBK: 37 soo.00
Resicual Rigk:  § =an.00
Risk CatogOry!  Term Liguidny

¥ Control Information

Conltrol Design on
Probabilihy

Parpally Effective

Classificalion Conlrol Design on
Maonth | | Impact

Control Description | Frequency | Start

1 Bi-monthly maintenance of Fully Effective

Payment systems

Bi-monthly Sep KEY

* Further Risk Information

oOpen Loss | Value Open Issuas |  Priority

a 100,000.00 4 Medium
20 £68,000.00 12 Medium
Talal S0, 00400 1% Meadium

www.swordrisk.com




CCHSWORD

Risk Details

When an individual risk is
assessed it is possible to
insert specific comments and
to raise an issue concerning
the risk and its controls and
have this issue followed up
within its own workflow. It
is also possible for the group
risk team to set residual risk
thresholds such that any risk
assessed as being above the
threshold is required to have
an issue raided against it.

RCA Approval

Within the Risk Assessment
screen the user may also
add new risks or controls
or delete obsolete items

as necessary.

It is possible in CCH SWORD
to configure the RCA
module such that there is

an approval process before
the results are stored in the
main organisation unit risk
map. This approval process
can have many stages and
people within varying roles
can take part in the process.
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SWORD Home | Risk Maps PA Reporting = Risk Review Risk Events | Issues Reports SOX Locations & Orgs | Standing Data

Organisation Unit: CCH Frankfurt
Activity: Information Technology

Process: Maintain Information Security

External Reference:

Groupwide Risk: Business Disruption and System Failures/Systems v

Risk Name:
Risk Description:

Scoring Assumptions:

Consequence:

Impact on Treating

- N/A -
Customers Fairly: 2

Customer Impact
Description:

Additional Information: Browse...

m Home | Risk Setup | Risk Capture | Risk Review | Lozs Events | lzzues | Reports | SOX | Organisation | System Setup |

Risk Assessment Assessor's Report

Organisation Unit: Legal Period: June 2007
Assessor: allroles Status: Being Assessed
Org Unit Acceptance Limit: nfa
Activity: Approval
Rewigwer |--N0ne-- M

[___sSend For Review || Save | [ cancel | [Help |
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The RCA module also
includes a full search
capability to enable users
to find risks and controls

Search Risks and Controls

based upon their scores, e
dimensions and/or textual T
descriptions Expected Rak:

Waorst Case Pak:

@ @ Risk Register

CCH SWORD Integration
The CCH SWORD Risk & Control Assessment module is fully

integrated with the CCH SWORD platform which gives it
access to high quality security, auditability and reporting.

All of the proven technical and management functions
within the CCH SWORD platform, that support blue chip
organisation across the world, are used by the Risk & Control
Assessment module providing it with enterprise level
usability and supportability.

Measure, Monitor, Manage

The Risk & Control Assessment system is built using CCH’s
SWORD Application Architecture Platform (SWORD AAP).
This platform provides;

Organisation Unit and Geographical Location
data structures

A role based secure authorisation framework
An Issues and Actions log module
Enterprise Reporting

CERTIFIED

Partner

For further details or to organise a
demonstration, please contact your
local CCH SWORD sales office.

Details of CCH SWORD sales offices
are available at: www.swordrisk.com
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